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Research Summary

The research came to study one of the pillars of faith, which is "belief in the Last Day", and there
is no doubt that the study of this pillar is of great importance, in terms of clarifying the secrets of
this day, and what God Almighty has prepared iafihorrors and torment, in order to remind
people of the threat mentioned in it, especially the statement of the conditions of the servants on
the Day of Resurrection, by dividing the categories of people between the believer and the infidel,
and what waprepared for each category of how to calculate.

My study has focused on the statement of the Last Day in some detail, deriving all of this from
what was stated in the Qur'an and Sunnah, and the sayings of the divine scholars, where | showed
the Last Day and the signs of its occurrence, and what is miaggdeom the fundamental changes

to this universe in it, and then showed the conditions of people in it and how the calculation and
torment before separating people, and the nature of the research has required dividing it into two
sections:

The first topic: the last day signs and changes.

The second topic: people and their conditions in the account on the Day of Resurrection.
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Abstract:

The significance of this research lies in the fact thactimeept of sovereignty is no
longer as fixed as it once was, due to globalization and technological advancements.
Cyberspace has emerged as a new dimension of national sovereignty, significantly
Impacting the structure of states and their governmentarajpisas. The research
aims to examine the influence of cyberspace on national sovereignty and evaluate
how state power can be measured through control over this critical domain.

The study concludes that cyberspace has eroded the traditional notion of
sovereignty, posing new challenges for states in controlling and managing
information and data. Cybersecurity is deemed a fundamental element in protecting
national sovereignty. Thetugly emphasizes the necessity of redefining national
sovereignty to incorporate cyberspace, highlighting the importance of enacting laws
and policies that safeguard this realm while bolstering state capabilities to exercise
sovereignty in the digital ag8tates are urged to enhance their capacities to confront
digital challenges and adopt effective strategies to preserve sovereignty amid rapid
technological changes.
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Abstract
The principles ointernational law have a legal value that is binding on all those addressed by their
provisions. They are basic and necessary principles that transcend other special legal rules and are
respected by the countries of the world. However, in return, weHatdhey have been affected
by the structure and composition of the international community, in addition to being affected by
the development of international relations and their various stages, which constitutes a challenge
to some principles of internamal law and their legal value through the variation in the
interpretation and application of these principles from one period to another. Among these

principles are the principle of nanterference and the principle of the common heritage of
humanity
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Summary of the study

The contract of construction contract is considered an important contract, as a result of the great
architectural development, especially in the field of construction of giant projects, this led us to
study the nature of the contract contract, we have stibe/reasons for the responsibility of the
contractor and architect, where the contractor is obliged not to violate the terms of the contract
with the employer and takes full responsibility in case of violation of the terms of this contract and
thereforethe requirement of the Libyan legislator the need to implement in accordance with the
principles of the profession, and not to modify and inform the employer of any failure in design
and materials and the contractor bears the responsibility Responddilall persons who use

them in the implementation of the obligation and the joint responsibility between the contractor
and the architect of mistakes that occur during the implementation of the obligation, whether in
the design, drawings or materials usedhe construction process as long as these works are
entrusted to him under the contract, as the engineer is obliged to control the implementation of the
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contract, especially in the designs developed by him and is responsible for this in accordance with

the general rules of responsibility.

However, the difference of jurists on the basis of this responsibility placed on the contractor
and architect is it complex or shortening, where some jurisprudence went to the establishment of
responsibility on the basis of the contract, especially thatréisponsibility of the contractor
continues for ten years after delivery, and others went to do the responsibility on the basis of
default to default, while others established the basis on the legal responsibility to refer to the text

of the law.
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7) Art 1792 du Code civil dout constructeur d'un ouvrage est responsable de plein droit, envers le
maitre ou l'acquéreur de I'ouvrage, des dommages, méme résultant d'un vice du sol, qui compromettent
la solidité de I'ouvrage ou qui, I'affectant dans l'useeéléments constitutifs ou I'un de ses éléments
d'équipement, le rendent impropre a sa destination.
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Casslére civ., 16 fév. et 19 juillLl988.
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l'ouvrage, des dommages, méme résultant d'un vice du sol, qui compromettent la solidité de I'ouvrage ou qui, l'affectant dans
I'un de ses éléments constitutifs ou I'un de ses éléments d'équipement, le rendent impropre a sa destination.

(49) Cass, 3eme civ., 27 janvier 2015, 23 . 945, Non publi® Ala mise en jeu de
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Abstract.

Ricotta cheese is type of fresh cheese rich in protein and contains a high percentage of moisture
and varying percentages of fat, and its nutritional composition makes it a suitable environment for
the growth of many microorganisms, especially pathogantt toxinsecreting ones. In recent
years, there has been an increasing acceptance of this type of product that is manufactured in dairy
factories spread across most Libyan cities. Therefore, the study aimed to examine the physical and
chemical propertieand microbiological quality of ricotta cheese and its compliance with the
Libyan standard specification for cheese. Five factories were randomly selected to manufacture
this type of cheese and given the following codes: (A, B, C, D, E), within the Tajmaaone of
the areas affiliated with the city of Greater Tripoli. Samples were taken twice a month for each
factory over a period of five months. The results of the study showed that the percentage of fat in
the cheese produced by the five factories ednigetween 13.5%: 17.0%, and the percentage of
moisture from 69.0%: 76.9%. These results show that the ricotta cheese in all factories does not
comply with the Libyan standard specifications, which stipulate that the percentage of fat should
not be less N 20% and the percentage of moisture should not exceed 70%. Microbiological tests
also showed that out of 30 samples of ricotta cheese, 35% of them were unfit for human
consumption because they were contaminated with E. coli bacteria. The results akso ttad
the samples of laboratory (C) were clearly contaminated and contained Coliform, yeasts and
molds. This is an indication of the lack of adherence to healthy methods and good manufacturing
practices in most cheese factories. The results also shinaedhe quality of cheese varied
between factories over the study period, with samples containing microorganisms that are
supposed to never exist according to local and international standard specifications. It is clear from
the results of this study thidte majority of these factories do not apply quality and safety standards
within the factory, which resulted in the sale of contaminated cheese that does not conform to the
standard specifications and standards, which exposes the consumer's healtiskoath&od
poisoning.

Keywords: Ricotta cheeseChemical tests Microbiological tests White Cheese.
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Abstract:
Antimicrobial Resistance (AMR) Has Become a Globally Escalating HeBitbblem
Transcending Geographical Boundaries, Posing an Increasing Threat to Public Health and The
Global Economy. This Research Primarily Aims to Investigate and Analyze the Phenomenon of
Bacterial Resistance to Antibiotics, With A Particular Focus on Ttensmission of This
Resistance from Farm Animals to Humans Via the Food Chain. The Study Employed a
DescriptiveAnalytical Methodology to Describe, Analyze, And Interpret the Phenomenon Under
Investigation by Analyzing the Complex Biological Mechanismeni@buting to The
Development and Spread of Bacterial Resistance. Additionally, It Examined Samples of Resistant
Bacterial Strains Present in Food Products of Animal Origin. The Findings Revealed That the
Indiscriminate and Excessive Use of AntibioticsAnimal Production Systems Significantly
Contributes to The Emergence and Dissemination of Resistant Bacterial Strains, Consequently
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Exacerbating Health and Economic Burdens, Including Increased Rates of Intractable Infections,
Failure of Conventional Treatments, And Escalating Healthcare Costs. Based On These Findings,
The Research Offers a Set of Practical Recommendations Aimedgdtivg the Spread of This
Critical Phenomenon Through Enhanced Public Awareness, The Implementation of Surveillance
Systems for Antibiotic Use in Animal Production, And the Promotion of Safe and Effective
Alternative Strategies.

Keywords: Antibiotics, Antibiotic Resistance, Resistant Bacteria, Food Chain, Ar@rngin

Food Products, Public Health.
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Abstract

This study aimed to study the impact of banking governance mechanisms on the efficiency of
intellectual capital in Libyan commercial banks. The study sample consisted of public and private
Libyan commercial banks, for the period from 2020 to 2022, whighbered (19) banks. The
most important results of the study were summarized in the existence of a significant relationship
between governance mechanisms and the efficiency of structural and human capital, as governance
mechanisms contribute to explaini®g% of the variance in the efficiency of structural capital and
87% in the efficiency of human capital. While governance mechanisms did not show a significant
impact on the efficiency of capital used, as it was found that regulatory and economic fagtors p
a greater role than governance in this area. The study recommended the necessity of enhancing
some dimensions of governance such as the number of board meetings and the number of
committees emanating from the board, which can improve the efficieratyuctural capital, as
well as focusing on increasing the influence of foreign ownership and major shareholders to

enhance human capital in Libyan commercial banks

Keywords: Governance mechanisms, intellectual capital, Libyan commduxainis.
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Abstract

Design of a feedback controller in the state
overcome the problem facing the controller
system. The controlled systaeml és modebedi nnr
and C. I n this paper, the required pole pla
deter mined, to obtain the desired response
controll ed syste.m Tihne cnoanitni noubojuesc ttiivne of- t he
state performance of the contsrtoadt es yesrtreonr aonfd
system. By calculating the state variabl es ¢
pl meat techniqgue, which in turn affects the

system and transfers them to the required pl
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This paper focuses on bringing the value of t
pl acement design tespacguteedbackdcdodotrr al Isdra,t

performance compared t o loltdateiror oand odt &bisl iitny
of the controller is analyzed through the ste
result and the obtained values are compared w
Keywar di¢ at e variable feedback coststodm.er, Po
1. Il ntroducti on

The control system is widely wused in many i nd
where high accuracy of the control system is
pol e positions for the fdetcdriminned, teaired ctomd r i
is used to describe the system. The state var
according to the pole placement technique, wh
describitmrgpltiheed csyrst em and transfers them to t
on bringing the value of the variable u to ze
the form of state variables toeetthackh ¢ bret mal
designed based on the state space model of t
designed according to the pole placement tech
feedback control | err e snp oancshei.e vTihneg ptohlee rpelgaucierneed
used for the state feedback controll er, beca
controllers in terms of oscillation and stabi
t he umitesspeoense. Finally, t he MATLAB si mul at
compared with the <calculations for the contr
i ntroductsipamr et cansatlaytsd s of ser vo ctomd rssplaadssy st e
model ing. Section 3 system modeling and bl ock
the derivation control |l ow. Section 5 gives s
necessary in studyisngoft hceondtratle sympd eensan aMi y $
simulation and results.

2 State Space Modeling

dtpeace representation i s a mathematical mode
ate variables related by first order differ
derived by defining the three states [ 1]

3. Mathematical Modeling

v wm
— o~

We have the servo system shown in Fig. 1. Matr.i
m p T

0O T T p o
T U 0]
11

0 m q

0O p T T o
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r I — v=ag
ky x=Ax+ Bu y=Cx -
-

FiguiSehEmatic diagr ama»ifs thel amuttomad leidn d

We determine the feedback gai n-lcooomps tponhtesst la,d e
at -2stF 42§ 4s-% 0s.=

Simulate the designed system on MATLAB 9progr
step response and plot the curve y(t) versus
4 . Shteaetdeback Controll er

The main objective of presept agemeindtncionttr ol

amore adv-apaedp|pabckeenree nt contr ol design.

The met hevdh ckfi nfge ead | the state variables to
feedback matrix in the conttradle wvtarataddye if £
technique. Using this approackd t oeppaeslyss emr
at the desired | ocation. Thus, the aimis to

of thleoopemol es of the measdroeodp Pydtee h otca ttihoe
Hence, thssabppré@aoiphiagemeine¢e pgohe¢r ol design.

feedback controller is designed using pole p
has an integrator [ 2].

4.1 Derivation Control Low

The system has one integrator in the fsdad efo
error in the step responsepl dmneméret papreroaeh

of typel servo systems.eatehr et oweh asvheala slciamiatr
a scalar output vy [1] [2].

4. 1.1 Derivation Control Low

Assume that the plant i s defined by [1] [ 3]:
W 0woo T

w 0w V]

The | ead compensator defined by the transfe
response. Fig. 8 shows the compensated syste
5% and settling time to 0.5 ommesconds, meeting
Wher e

X 1 svedtadre f oretcheorpgl ant (n

y is output signal (scal ar)

u is control signal (scal ar)

A is nl n constant matri x

| SSWh odNe@24| R/
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B is nll1l constant matri X
C is 11 n constant matri x
As stated earlier, we assume that both the co
proper choice of a set of state variables, it
state variables. Figt{bdbh ohowbeatgepedr skeroveont
an integrator.xHerlen wehaspmueneaelnty anal ysi s we .
is a step function. I n t-hesdbyskemomwer okesthe
W
. e
o} m Q Q8 8 'Q||§|’| Qi ) Q
g N
. up U
0 vg QO X
Wher e:
+ +0 + + 880 P
Assume that the reference input (step functi
dynamics can be described by Eq. (4)and Eq. (7)
@ ' @g" 0 ! "+@ "+ W
We shall design the ty@llossed=vloo ospy sppcelne ss uacrhe tl
positions. The designed system wil/ be an asy
constant value r and u(b) wil!l approach zero.
g0 G ! " +@30 O p T
20 @ A0 pp
Then Eq. (10) becomes:
A 1" +A P C
Eq. (12) describes the error dynamics.
The design of the typel servo system here is
regul ator system such thathie(a) appdoaclbas et
defined by Eq. (5) is completely stpataec ecnremttr c

technique [-sia}le Viat¢ueseadyx(t) and u(t) can
(t=b), we h&ye, form Eq.

G m ! " +@Hb  "QO0 po
Since the desi B&Kd aegiegamiWalifmes hmlf a Aeef,t t-BI | nve
exists. Consequently, x(DB) can be determined
D H 1"+ Q0 pPT
Al so, u(b) can be obtained as :
D H I "+ "00 m pu
5. Design of State Feedback Controll er
We hawsertvlbe system shown in Fig.1l. Matrices A, B
i m p T
0 T T p po
m U [0)
11
6 m P X
Y
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We determine the feedback gai n-lcooomps tpaontess Kar e
at -2stF 42§ 4s-% 0s.=
Referring to Fig.(2) and noting that n=3, th

§aAr3dy 2F {GFGS 4
YN fSINI BY §y20 S¢ SOKY
6/ 2y opdeBdzieai Sy

o) MO QM0 i T + @ Qi p W
Wher e:
0 VT T C T

Our problem here -fseedbadé&t gamnnmdtalcexssthab @ ptp
[ 6] .

x=Ax + Bu yv=0Cx -

Fig(2) Design of control svstem in state space

Let us examine the controllability matrix fo
m TP
- "sl's 8& " m p (0] Y
P @ TP
Hence, the plant is completely state contro
substituting Egq.( 19 ) into Eq.( 4 ), we obt
@ 1'@" +@7Q0 ! "+@ "QO S
Where the input r iasp par osatcehpe sf uinncftiinoint.y , T hxe(nt,)
vector. At steady state, we have:
20 g ! " +@0 Oh Co
Define
@0 AO QT
Then
AO o6 600Qd Cu
Eq. (25) defines the error dynamics.
The characteristic equation for the system i
i T
SY'00s m i pp YooY UY Y O Y O moco
m¢i o
Hence

a1:6a2:533:0
O=-2+] 4;2 @ ;=-1 00
We have the desired characteristic equation
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O A O A O M Oc¢c E1t O ¢ EtO pnt Y piY @i ¢nm

Y LY Y Tt ¢ X
| ph| ot | CTT
For the determination of matrix K by the pol e
+ b F£s o Fs» FY c Y
Since the state equation for the system, Eq. (
T=1. Thus:
+ 3 Fs oy Fs oy FY S S O
¢ T Ly ¢ w
The step response of this system can be obtai
m p T T L1 p Tt
O OuL T T P T CTTU U Y L1 T P 0T
p ¢ O P ¢Gmm oL Y
From Eq. (22 )the state equation for the desig
® T p mn °® L1
] i i p ® m i op
o ¢gmm em pT ® CQmT
And the output equation i s:
[ J
p m m*® oC
[ ]
6. Simulation and Resul ts
Solving Eq. (3) and (s3t2p ffouncyt(iten eghienes ptohses au
y(t) versus t. MATL AB ePor orgersapno nysiee.l ds t he unit
The case study in this simulation i s -sspearcveo Sy
technique built in MATLAB Simulink is shown i

Unit-step Response
T

Outputy
°
T
I

oL | 1 1
0.5 1 15 2

Figuseé&p Response
I n this simulation, thbetabime {ddédmain i s shown
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TablTaIme domai n

Ti me Domai n

Ri se |Settl]l i|Settl i|iSettl ijOver PeakPeak Ti
Ti me |[Ti me Mi n Ma x Shoot

0.38€¢1.95990.912741.184318.43|1.180.9000

7. Conclusions

I'n thisppbdpacemeheé controll ersplazred ecxrhne gqutei
tracking to the step input.

The simulation analyses the have been presert
considerable i mprovement in system perfor man
The steady state performance of the servo m
t hat the state feedback controller with int
i ntroduced by the state feedback controll er.
The designed and i mplementation of MATLAB pr.
to simulate the classical controllers discus
and compared using the step mlesgewslkeopéddoiugh
Based on the simulation results, it can be
feedback control is the best performance corm
stability.
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Abstract

Bacterial contamination is one of the most significant health issues threatening students' health in
schools, as the school environment serves as a reservoir for the spread of many types of bacteria
that can easily be transmitted between students, posuggeshealth risks. This study aimed to
assess the level of bacterial contamination on the hands of primary school students in the city of
Nalut during the break period. The study followed a descrianadytical approach, taking
samples from the studehtsnds to determine the level of bacterial contamination. Additionally,

a questionnaire was administered to collect demographic information, understand handwashing
methods, and assess students' awareness of the presence of bacteria on their hapdteatidlits

to cause iliness. The study included 336 students aged 7 to 12 years. The results showed that the
bacterial contamination rate on students' hands was 57.1% across all schools included in the study.
The highest contamination rate was among thegag@p of 79 years, at 54.2%, while the-1Q@

age group showed a lower contamination rate of 45.8%. Females had higher contamination rates
(57.3%) compared to males (42.7%). The most prevalent bacteria found were Staphylococcus
aureus (37.9%), followed Wyscherichia coli spf§26.5%),Staphylococcuspidermidis (17.8%),
Klebsiella spp(13.4%), Proteus spp(2.8%), andStreptococcus spil.6%). A statistically
significantrelationship was found between gender and the level of bacterial contamination (P =
0.010). However, no significant relationship was found between contamination level and age
group, handwashing methods, festsaring habits, or students' awareness of hggathe.

Keywords: Bacterial contamination; hand hygiene; primary students; school health.

Introduction

Microorganisms are ubiquitous, inhabiting almost every environment. This presence is a natural
phenomenon; however, problems arise wherctrmeentration of these organisms is excessively

high and begins to proliferate abnormally. A single person can carry up to 3,000 types of bacteria
on their hands. Given the large number of individuals present in schools, this translates to a
significant anount of potentially harmful bacteria. Schools are Higlffic environments, meaning

that an infection among a student or a member of the teaching staff can rapidly affect others within
hours (Cascades PRO, 2019).

Infections spread through contact with hands represent a critical transmission route for pathogens,
occurring through direct contact with infected individuals or indirectly via contaminated surfaces.
Studies of hand surfaces have revealed that more titadifiérent types of bacteria can inhabit

the average human palm. Some of these bacteria are not part of the normal skin microflora and can
act as pathogens, causing various infectious diseases, including gastrointestinal and respiratory
ailments (Hayaslet al.,2021).

Research indicates the presence of numerous pathogenic and harmful bacteria on the hands of
schoolchildren. For instance, a study conducted in India (Shgh,2018) aimed to determine

the prevalence of bacteria among schoolchildren while educating them on proper handwashing

y Ml 1 SSUb odNe@24



mailto:mabroukali80sheha8@gmail.com
mailto:lysmyt912@gmail.com

Ao FOQGSNRLE /2yiGt YA
o Il yRa 2F {0dzRSyGa RdNRAY
= AY tNRAYFNE {OK22¢f,

techniques to reduce infection spread. Results showed that the presence otdissageacteria
on students' hands reached 41.5%, including strains sufatsylococcus aureugscherichia
coli, Pseudomonas aeruginosa, Enterococcus faecalis, and Klebsiella spp.
The World Health Organization (WHO) endorses handwashing as a fundamental practice for
promoting health and preventing infectious diseases (WHO, 2009). Washing hands with soap
effectively removes microorganisms (Park, 2021). The Centers for Disease @odtRykevention
(CDC) emphasize that teaching the correct handwashing technique and providing soap in schools
can reduce the incidence of diarrhea by4PS6, respiratory diseases by-26%, and absences
due to digestive system illnesses among schoolchiloye2957% (CDC, n.d.).
Theoretical framework
1. Definition of Bacteria: Bacteria are a large and diverse group of microorganisms classified as
prokaryotes due to the absence of a true nucleus and mentioname: organelles. They possess a
complex cellular structure with a plasma membrane providing support and protectiomiaBacte
contain circular DNA known as the bacterial chromosome, floating freely in the cytoplasm within
an area called the nucleoid. Bacteria can reproduce rapidly through binary fission, allowing them
to adapt to diverse environments. They play vital rolecosystems, including nitrogen fixation,
organic matter decomposition, and nutrient cycling. Some bacteria have symbiotic relationships
with other organisms, while others can be pathogenic, causing diseases through specialized
mechanisms to invade hostdies.
2. Bacterial Contamination: Bacterial contamination refers to the presence of unwanted or
harmful bacteria in a specific environment. It occurs when bacteria proliferate to levels that pose
risks to public health or the environment, often beginning with bacteria introduced fraasvari
sources, such as human waste or industrial waste. Contaminated environments can transfer bacteria
to humans or other organisms via contaminated water, undercooked food, or contact with
contaminated surfaces, leading to ecaagimbalances and adverse effects on living organisms.
Types of Bacterial Contamination:
1 Soil Contamination: Bacteria in soil play crucial roles in metabolic activities and
nutrient cycling. However, pathogenic bacteria can cause diseases in plants, animals, and
humans.
1 Water Contamination: Water can harbor harmful bacteria like Salmonella, Vibrio
cholerae, and Shigella, which pose serious health risks.
1 Air Contamination: Air is generally unfavorable for microbial growth but can transport
pathogens through droplets from sneezing or coughing.
3. Hand Contamination: Human hands are a primary vector for transmitting microorganisms.
They can harbor multiple pathogenic bacteria, increasing infection risks in public places like
schools and hospitals. Hand hygiene practices are critical in preventing disease transmission.
4. Common Bacteria Types Isolated from Schooléinderstanding the types of bacteria in school
environments and their health impacts is essential for effective prevention strategies.
5. Factors Contributing to Bacterial Spread in SchoolsThe presence of pathogens on school
equipment poses ongoing health risks. Mweimg surfaces play significant roles in the transfer of
bacteria, especially in crowded classrooms with low hygiene levels, enhancing disease
transmission.
6. Infection Reduction Strategies in SchoolsAccording to the CDC, essential strategies for
reducing infections in schools include:
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T Promoting personal hygiene through regular handwashing.

T Maintaining cleanliness by regularly disinfecting frequently touched surfaces.
T Ensuring good ventilation in classrooms to reduce airborne pathogens.
T Implementing clear health policies regarding illness in schools.

Materials & Methods

Study Sample :

The study included 336 samples from the hands of primary school students of an age group ranging
from 7 to 12 years, for all 14 schools in the city of Nalut / Libya, where 24 random samples were
taken from alltargeted schools, with four samples for each educational level, during a period of
time ranging from 31 October 2023 to 28 April 2024. The samples were collected using a sterile
cotton swab soaked in saline solution, and a mark was placed on each sawohg shserial

number for the samples and the name of the school, to be linked to the information obtained from
the questionnaire, and placed in a cooling container and transferred to the laboratory of the College

of Medical Technology to conduct microbtakts on them and diagnose them

Study Method:
This study included two section:

1 - Collecting microbial samples from students' hands and transferring them to the laboratory of
the College of Medical Technology to conduct diagnostic tests on them

2 - Answering the questionnaire questions, which included many aspects, including age, gender,
information about hand washing habits and methods, and their awareness of bacterial
contamination .

Study Variables
1. Dependent Variable
o The level of bacterial contamination in the students' hands.

2. Independent Variables
o Age
Gender
Hand washing habits and methods
Sharing habits of tools and food
Awareness and perception of bacterial contamination

o O O O
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Method of Work
1. Devices and Materials Used:
Table 1 lists thenaterials and devices utilized in the study:

R.M | Devices and Materials

1 Electronic Balance

2 Autoclave

3 Incubator

4 Refrigerator

5 Optical Microscope

6 Cotton Swabs

7 Sample Transport Case
8 Culture Media

9 Inoculating Loop

10 | PetriDishes

11 | Gram Stain Kit

12 | Microscope Glass Slides
13 | Xylene

14 | Human Plasma

15 | Hydrogen Peroxide (H202)
16 | Alcohol

17 | Sodium Chloride Solution
18 | Distilled Water

2. Preparing Agricultural Media:
The culture media were prepared according to the manufacturer's instructions and sterilized in an
autoclave at 121 °C for 15 minutes under a pressure of 106 kPa (15 Ibs/in?). The prepared media
were then poured into Petri dishes and stored in the refiggearatil use. A total of 350 Petri
dishes were prepared for each type of bacterial media, including both main and differential
selective media, namely:
1 Blood Agar: A rich selective medium used to isolate and culture many types of bacteria
of medical importance such as Streptococci, Staphylococci, and various highly sensitive
and pathogenic bacteria. It helps differentiate bacteria based on their hemolytic
properties.
1 MacConkey Agar. A selective and differential medium for graregative bacteria,
particularly Enterobacteriaceae, allowing for the differentiation of lactose fermenters
from nonfermenters.
1 Nutrient Agar : A generalpurpose medium used for the cultivation of fitmmous
microorganisms.
1 CLED Agar: A differential medium used for thaultivation of urinary pathogens,
allowing for the differentiation of lactose fermenters based on color change.
Hemolysins and Types of Hemolysis
Grampositive bacteria can produce external toxins known as hemolysins, which have the
capability to destroy red blood cells and hemoglobin. The three main types of hemolysis observed
on blood agar are:
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Beta Hemolysis
o  Thisis characterized by the complete destruction of red blood cells and hemoglobin. It
results in a clear zone surrounding the bacterial growth on the agar, indicating full lysis
of red blood cells.
2. Alpha Hemolysis
o  This type of hemolysis involves the partial destruction of red blood cells and
hemoglobin. On blood agar, alpha hemolytic bacteria produce a greenish or brownish
discoloration around the colonies due to the reduction of hemoglobin to
methemoglobin.

3. Gamma Hemolysis

o Also referred to as nehemolytic, this type shows no hemolysis. The agar remains

unchanged, and the bacteria appear as growth without any alteration in the medium.
Culture Media
1. MacConkey Agar

1 Description: MacConkey Agar is a selective and differential medium specifically
designed to isolate and differentiate graggative intestinal bacteria based on their
lactose fermentation ability.

T Composition: It contains bilesalts and crystal violet, which inhibit the growth of gram
positive bacteria.

1 Lactose Fermentation Bacteria that can ferment lactose produce acid, which lowers the
pH and causes the colonies to appear pink on the agar. Common lactose fermenters
include:

o Escherichia coli
o Klebsiella spp.
1 Non-Fermenters Bacteria that do not ferment lactose will not produce acid, resulting in
colorless colonies. Examples include:
o Proteus spp.
o Salmonella spp.
2. CLED Agar (Cystine-Lactose Electrolyte-Deficient Agar)

1 Description: CLED Agar, also known as Prolactin Agar, is a differential medium used
primarily to differentiate between urinary tract pathogens based on their lactose
fermentation.

71 Color Indicators:

o Lactose Fermenters Bacterial colonies that can ferment lactose produce acid,
leading to yellow colonies.
o Non-Fermenters Colonies that cannot ferment lactose appear blue.

1 Application: This medium is particularly useful for isolating and identifying urinary tract

infection-causing bacteria.
Sample collection:
Random swabs were taken from the hands of students in Nalut primary schools, using a sterile
cotton swab soaked in a saline solution (Sodium chloride) that was passed over both palms of the
hands. Each student was asked to answer a questionnaire thad¢dhséveral aspects, including:
age, gender, information about hand washing habits, and their awareness of bacterial
contamination and the diseases that result from it. The samples were transferred to the laboratory
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of the College of Medical Technology in a refrigerated container to preserve the quality of the
samples. After that, the cultivation process was carried out on four culture media using a sterile
loop, on four culture media that were prepared previouslg. glates that were cultivated with
bacterial germ samples were incubated at a temperature of 37 °C, which is considered the optimal
temperature for the growth of most pathogenic microorganisms, for a period of The time period
ranges between 248 hours, wite keeping the dish inverted (Markey et al., 2013). After the
incubation process and before conducting the biochemical and diagnostic tests, comes the stage of
visual examination and determining the morphological characteristics based on the growth, shape
size, color and smell of the colonies.
Staining Samples Using Gram Stain
Procedure:
1. Preparation:
o Fix the bacterial samples on a slide using a saline solution.
o Expose the slide briefly to a flame, ensuring that the bacteria are not subjected to
high temperatures that could damage them.
2. Staining Steps
o Apply crystal violet solutionto the slide and leave it f@0 seconds
o Rinse the slide gently with water until the stain is removed.
o Immerse the slide ildine solutionfor 60 seconds
o Wash the slide witkethylene alcoho] continuing until thelcohol dripping from
the slide is clear.
o Quickly and gently wash the slide again with water.
o Apply safranin solution (sulfur solution) for30 seconds
o Rinse the slide with water and leave it to dry using filter paper.
3. Microscopic Examination:
o Examine the sample using the oil immersion lens of a microscope at a
magnification ofL00x
Classification of Bacteria Based on Gram Staining
Bacteria are categorized into two main groups based on their response to Gram staining:
1. Gram-Positive Bacteria
o Color: Violet
o Characteristics:
A Contain a thick layer of peptidoglycan in their cell wall.
A The complex formed by the crystal violet and iodine is larger in size,
preventing it from passing through the thick peptidoglycan layer. As a
result, these bacteria retain the violet stain during the washing process.
2. Gram-Negative Bacteria
o Color: Red
o Characteristics:
A Have a thinner peptidoglycan layer in their cell wall, surrounded by an
outer membrane.
A The initial crystal violet dye can easily wash out during the alcohol
treatment due to the thin peptidoglycan layer, leading to the uptake of the
counterstain (safranin) and resulting in a red appearance.
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Explanation of Staining Results
The differences in staining results between Gpansitive and Grammegative bacteria are
attributed to the structural composition of their cell walls. Gpasitive bacteria have multiple
layers of peptidoglycan, which trap the crystal vietetine compl&. In contrast, the thinner
peptidoglycan layer of Gramegative bacteria allows for the loss of the crystal violet stain during
the alcohol wash, resulting in their red coloration from the counterstain.
Biochemical Tests
1. Catalase Test

1 Purpose The catalase test is commonly used to identify the presence of the enzyme

catalase in bacteria. This enzyme catalyze
into water and oxygen gas.
T Application:

o Aerobic Bacteria: The test distinguishes between members of the
Staphylococcugamily, which are catalaggositive, andstreptococcuspecies,
which are catalaseegative.

1 Procedure
1. Perform the test under sterile conditions, preferably near a flame.
2. Sterilize the slide by passing it over a flame.
3.Pl ace a drop of hydrogen peroxide (H O ) on
4. Using a sterile loop, take a sample of the bacterial culture and mix it well with the hydrogen
peroxide on the slide.
5. Observe for the formation of bubbles:
A Bubbles Present Indicates the presence of cataléS&phylococcus
species).
A No Bubbles Indicates a negative res(8treptococcus species).
2.Coagulase Test
1 Purpose The coagulase test differentiait®phylococcus aureysvhich produces the
coagulase enzyme, from other coaguasgative staphylococci.
T Procedure

1. Place a sample of the bacterial culture on a glass slide using a sterile loop.

2. Mix the culture with a drop of sodium chloride solution.

3. Add human blood plasma to the mixture and mix thoroughly.

4. Examine the slide after a short incubation period for signs of coagulation:

A Positive Result Coagulation occurs (indicating the presence of
coagulase).
A Negative Result No coagulation observed.

Ethical Considerations
T Consent Consent was obtained from all school principals prior to collecting samples
from students.
Statistical Analysis
1 Analysis Method: The data were statistically analyaggsing the SPSS program
(Statistical Package for the Social Sciences, version 29).
1 P-Value Interpretation:
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o The Rvalue was utilized to assess the relationship between bacterial
contamination levels and variables such as age, gender, hand washing methods,
sharing habits, and students' awareness regarding the necessity of hand washing.

o Null Hypothesis: There is no relationship between the variables (accepted if P
value > 0.050).

o Alternative Hypothesis There is a relationship between the variables (accepted
if P-value < 0.050, leading to the rejection of the null hypothesis).

Results:
Demographic Data of the Study Sample
Figure 1. Normal distribution of the sample according to age.
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Table 2 Frequency and Percentage of Age for the Sample
Age Groups Frequency Percentage

719 168 50.0%
107 12 168 50.0%
Total 336 100%

FromTable 2, we observe that the frequency and percentage of participants in the two age groups
are equal, with each group consisting of 168 studegpisesenting 50% of the total sample.
Table 3: Frequency and Percentage of Student Gender

Student Gender Frequency Percentage

Male 164 48.8%
Female 172 51.2%
Total 336 100%

FromTable 3, the percentage of male students in the sampl&t8:8%6 (164 students), while the
percentage of female students Wwas2% (172 students).

Section Two: Bacterial Contamination

Figure 2. Frequency and Percentage of Total Bacterial Contamination Level of Students' Hands
From Figure 2, it is evident tha67.1% of students exhibited bacterial contamination on their
hands, wherea&2.9% of students showed no bacterial contamination.
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Table 3: Frequency and Percentage of the Types of Bactelisolated from Students' Hands

Type of Bacteria Number of Occurrences Percentage
Staphylococcus aureus 96 37.9%
Escherichia coli spp 67 26.5%
Staphylococcus epidermidi 45 17.8%
Klebsiella spp 34 13.4%
Proteus spp 7 2.8%
Streptococcus spp 4 1.6%

Total 253 100%

From Table 3, we observe the distribution of bacteria isolated from students' hands.
Staphylococcus aureusecorded the highest occurrence, vhisolates (37.9%), followed by
Escherichia coli sppwith 67 isolates (26.5%). The next most prevalent bacteria were
Staphylococcus epidermidig45 isolates, 17.8%) andlebsiella spp (34 isolates, 13.4%). In
contrastProteus spphad a lower occurrence, with ortysolates (2.8%), an8treptococcus spp

had the lowest occurrence wighsolates (1.6%).

Table 4: Frequency and Percentage of Pathogenic and Nd&tathogenic Bacteria

Type of Bacteria Frequency Percentage
Pathogenic Bacteria 204 80.6%
Non-Pathogenic Bacteria 49 19.4%
Total 253 100%

FromTable 4, we find that the number of pathogenic bacteria2@srepresentin§0.6%, while
the number of nopathogenic bacteria wd$®, representind.9.4%.
Table 5: Frequency and Percentage of Positive and Negative Bacteria from Students' Hands

Stain Type Frequency Percentage
Gram Positive Bacteria 145 57.3%
Gram Negative Bacteria 108 42.7%
Total 253 100%

FromTable 5 it is clear that the highest percentage of bacterial presence in students' hands was

with bacteria that were positive to the gram stain at a rat& 8%, while bacteria that were

negative to the gram stain recorded a rat$2o7f %.

Table 6: Frequency and Percentage of Bacterial Contamination of School Students' Hands
School Growth No Growth Growth (%) No Growth (%)

School1l 12 12 50.0 50.0
School 2 10 14 41.6 58.4
School 3 13 11 54.1 45.9
School 4 15 9 62.5 37.5
School5 20 4 83.3 16.7
School6 5 19 20.8 79.2
School 7 9 15 37.5 62.5
School 8 7 17 29.1 70.9
School9 16 8 66.6 33.4
School 10 18 6 75.0 25.0
School 11 17 7 70.8 29.2
School 12 16 8 66.6 33.4
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School 13 17 7 70.8 29.2
School 14 17 7 70.8 29.2

From Table 6, the results showed that the highest percentage of bacterial contamination of
students' hands was found$ichool 5with 83.3%, followed bySchool 10at 75%. The lowest
contamination rate was recordedSohool 6with 20.8%.

Table 7: Number of Bacterial Species According to Their Distribution and Presence in
Schools
Schoo Staphylococcu Staphylococcu Klebsiell Proteu Escherichi  Streptococcu

I S aureus S epidermidis a spp sspp acolispp sspp
Schoo 9 2 1 0 4 0
1

Schoo 9 0 3 1 0 0
| 2

Schoo 7 3 3 0 4 0
I3

Schoo 6 2 3 0 7 0
| 4

Schoo 10 1 2 0 7 1
|5

Schoo O 0 0 0 5 0
| 6

Schoo 6 0 2 0 2 0
| 7

Schoo 1 0 0 0 7 0
| 8

Schoo 5 11 6 0 3 0
|19

Schoo 9 5 4 0 7 1
| 10

Schoo 7 6 4 0 7 1
111

Schoo 8 6 3 0 5 0
|12

Schoo 10 4 2 2 6 1
|13

Schoo 9 5 1 4 3 0
| 14

Total 96 45 34 7 67 4

FromTable 7, the highest occurrence 8taphylococcus aureusvas recorded irschool 5and
School 13 with no occurrences irfschool 6 The highest occurrences &taphylococcus
epidermidisandKlebsiella sppwere recorded ischool 9 The highest values for other bacteria
were noted in various schools as detailed in the table.
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Table 8: Level of Bacterial Contamination for Age Groups
Student Age Bacteria Appearance Percentage

9-7 104 54.2%
12-10 88 45.8%
Total 192 100%

FromTable 8, the highest contamination rate was in the age group be@veégearsat54.2%,

while the age group betweé0 - 12 yearsshowed less contamination44.8%.

Table 9: Number of Bacterial Species According td@ heir Presence Among Age Groups
Age Staphyl Staphylo Klebsiella Proteus Escherichia Strepto

0COCCUS COCCUS spp spp coli spp coccus
aureus epidermidis spp
917 53 24 14 2 36 2
12 7 43 21 20 5 31 2
10
Total 96 45 34 7 67 4

From Table 9, the percentage dbtaphylococcusaureus, Staphylococcus epidermidisand
Escherichia coli sppwas greater in th8 - 7 age group while Klebsiella sppand Proteus spp
were greater in thé2 - 10 age group The appearance &treptococcus sppvas equal in both
age groups.
Table 10: Level of Bacterial Contamination by Gender of Students

Gender Number of Students Percentage

Male 82 42.7%
Female 110 57.3%
Total 192 100%

The table shows th&&malestudents had a higher level of bacterial contamination compared to
male students.
Table 11: Bacterial Species Count for Students' Gender

Sex Staphylococc Staphylococc Klebsiel Prote Escherich Streptococc Tot

us aureus us la spp us spp iacoli spp us spp al
epidermidis
Male 41 20 14 3 29 0 107
Femal 55 25 20 4 38 4 146
e
Total 96 45 34 7 67 4 192

This table indicates that the frequency of bacterial presence was generally higher in females
across all species, with Staphylococcus aureus being thecoroston.
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Section Three: Questionnaire Results

Table 12: Percentages of Studentsd Responses

Question Never  Sometimes Always
(%) (%) (%)

1. Do you wash your hands before eating at school’ 15.8%  23.2% 61%
2. Do you wash youthands after eating at school? 19.9%  17.3% 62.8%
3. Do you wash your hands after using the school 5.4% 6.5% 88.1%
bathroom?
4. |s soap available in the school bathroom? 56.8% 11.9% 31.3%
5. Do you use soap and water at school? 53.3% 9.8% 36.9%
6. Doyou use water or soap to wash your hands at 31.5% 11% 57.4%
school?
7. Do you use hand sanitizer as an alternativeto  64.9%  14.3% 20.8%
hand washing at school?
8. Do you share personal items such as toys, food, 22% 33.6% 44.3%
and school supplies with yourfriends?
9. Do you think sharing food increases hand 28% 7.4% 64.6%

contamination?

This table summarizes students' responses to questions about their hand hygiene practices and
attitudes towards sharing personal items.

Testing Relationships

Table 13: Hypothesis Test Results

Variable P-value Correlation Coefficient
Student Age 0.078 0.096
Student Gender 0.010 -0.141
Hand Washing Efficiency 0.118 -0.085
Participation Habits 0.710 0.020

Awareness and Perceptior 0.545  -0.033

Findings:
1. Student Age and Bacterial Contamination
o No statistically significant relationship (Rlue = 0.078).
Student Gender and Bacterial Contamination
o Weak inverse relationship (Ralue = 0.010), statistically significant.
3. Hand Washing Methods and Bacterial Contamination
o No statistically significant relationship{Rlue = 0.118).
4. Sharing Habits and Bacterial Contaminatiorn
o No statistically significant relationship {Rlue = 0.710).
5. Awareness of Hand Washing Necessity arBlacterial Contamination:
o No statistically significant relationship (Ralue = 0.545).
Discussion:
This study sample included primary school students from Nalut city, with a total of 336 students
from all primary school grades. The target age group for this study was between 7 and 12 years,
which is similar to an Indian study conducted by Kavighal. (2019) that aimed to assess the
exposure of school children to bacterial infections, where the age range was between 9 and 12

N
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years. Another Brazilian study by De Almeida & Correa (2012) titled "Bacteria on School
Children's Hands" focused on an age group between 6 and 10 years, which is close to the current
study's sample.

The results of the current study indicated that the level of bacterial contamination among primary
school students was 57.1%. This is consistent with an Indian study on bacterial contamination on
students' hands conducted by Rayal. (2016), which found approximately 61% of potential
pathogens present on the students' hands. Additionally, a study by De A&heid§2012) in

Brazil found that bacteria were isolated from both hands at a rate of 70.0%. In contrast, a Nigerian
study evaluating bacterialatrn s mi ssi on on pri mary school chil c
Asukwo & Outbassey (2018) reported a contamination rate of 88.7%.

The findings from the current study revealed the presence of various bacterial species in schools,
with Staphylococcus aureus being the most frequently isolated type, accounting for 96 isolates
(37.9% of total bacterial isolates). This percentage is gint@l#éhe findings of researchers from

India regarding the prevalence of bacteria among school children, which was 36%€tSahgh
2018). A study by Kenneth et al. (2018) aimed at isolating and identifying bacteria associated with
school children's handgported a rate of 35.7%. The percentages obtained in this study were
higher than those found in a Nigerian study by Onuethal. (2022), which reported a rate of
25.3%, and a study by Ghimie¢al.(2015) reported a rate of only 5.5%. Conversely, in a Nigerian
study conducted by Ogba, Asukwo & Ghdassey (2018), the isolation rate of this bacteria rose to
80%.

Escherichia coli sppvas the second most isolated bacterium, representing 67 isolates (26.5%),
which aligns with a recent study by Hantoosh (2023) that reported a prevalence of 28.4%. In the
Nigerian study by Ogba, Asukwo & Obassey (2018), the prevalence was 18.7%, witheso
studies reporting very low percentages. For example, in a study by Vishwaah(®019) aimed

at identifying bacterial pathogens on school children's hands, the rate was 2%. A study conducted
by Ghimireet al. (2015) showed a pvalence ofEscherichia coli spat 6.5%.
Staphylococcuspidermidis represented 45 isolates in this study, accounting for 17.8%, which is
close to the results from a study published by Oleiwi (2017) investigating microbial contamination
in primary schools in Baghdad, where it was 16.1%. In the Indian studinbl & al. (2018), a

higher percentage of 24% was recorded. In the studies by Kestradt(2018) and Onuoha et al.
(2022), the rates were approximately 14.9% and 12.1%, respectively.

Klebsiella spp comprised 34 isolates from the study sample, representing 13.4%. This is
comparable to results from an Indian study by Kavitha et al. (2019) on hand hygiene among school
children, which found a rate of 14%. However, previous studies reported muchrbies of
Klebsiella spp, with an Egyptian study bykhsed & Gamaleldin (2020) reporting a rate of 8.1%,

and a similar rate of 8% was found in the Indian study by Singh et al. (2018), while another Indian
study by Roy et al. (2016) reported 7%

Proteus spp included 7 bacterial isolates at a rate of 2.8%, which is close to the local study
conducted by Mahgoub et al. (2021), where the raRrateus sppvas 1.56%. However, a study
conducted by Eberemu & Magu (2017) from the town of Dusting in the United States recorded a
higher rate of 11.11%.

The least common bacteria identified w&teeptococcus sppvhich included 4 isolates (1.6%),

with their prevalence slightly lower than in previous studies. The Egyptian studyKgsed &
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Gamaleldin (2020) reported a prevalence of 8.1%, and in the study conducted by Ghimire et al.
(2015) from Nepal, the prevalence was 3.5%.

Bacteria in this study were classified into two types: commensal bacteria and pathogenic bacteria,
where pathogenic bacteria recorded the highest prevalence at 80.6%, while commensal bacteria
accounted for 19.4%. This aligns with an Indian study conduxyeRayet al. (2016), which
reported a prevalence of 61% for pathogenic bacteria and 39% for commensal bacteria. Similarly,
another Indian study by Vishwanathal.(2019) found the rate of pathogenic bacteria at 55.45%
and commensal bacteria at 49.55%cbntrast, other studies reported higher rates of commensal
bacteria than pathogenic bacteria, with one study conducted by Glkeingitg2015) in Eastern

Nepal showing a commensal bacteria rate of 74%, while pathogenic bacteria were 26%. Another
Indian study by Singkt al.(2018) reported a commensal rate of 58.5%, while pathogenic bacteria
were at 41%.

This study recorded a higher presence of Gpasitive bacteria compared to Graragative
bacteria, with Grarpositive bacteria at 57.3%, while the percentage of Gragative bacteria

was 42.7%. This is contrary to other studies where Gragative bacté were found to be more
prevalent; for example, a study conducted by Malaeb, Yusef & Olama (2016) reported that the
percentage of Gramegative bacteria in some Lebanese schools was 52.5%, whilepésitime

bacteria were 47.5%.

The results indicated that the age group between 7 and 9 years had the highest contamination rate,
at 54.2%, while the age group between 10 and 12 years had a lower contamination rate of 45.8%.
This is consistent with a Nigerian study conducted by Oghakwes & Outbassey (2018), where

the highest contamination rates were found in the age groups 5 to 7 years (39.4%) and 8 to 10
years (31.1%). The age group 11 years and older had the lowest contamination rate at 9.9%.
Furthermore, the study by Malaeb, YusefOlama (2016) indicated that among the three
educational stages (primary, intermediate, and secondary), primary school was the most
contaminated.

The number of females in the study was 172, while the number of males was 164. The results
indicated that the contamination level among female students was slightly higher than that of male
students, at 51.2% for females and 48.8% for males. Results fatody by Grimasoret al.

(2013) in rural Malawi indicated no statistical difference in contamination levels between male
and female hands, which contrasts with other previous studies that consistently reported higher
contamination levels in male handsnha female hands. For instance, in the Indian study by
Singhet al. (2018), 200 samples were taken equally between males and females, with results
showing that male children's hands were more contaminated than those of females.

Conclusion

The results of the study indicate that the bacterial contamination rate in the hands of elementary
school children in Nalut city is 57.1%, reflecting a serious health problem. Analysis shows that
the age group of 7 to 9 years is exposed to higher levetsntdmination, which is attributed to a

lack of sufficient awareness among children regarding the dangers of not properly washing their
hands.

The primary reason for the high contamination rate is the lack of soap and water in many schools,
with schools suffering from water shortages recording higher contamination rates. Additionally,
the lack of awareness among children and the role of supexrdsong break times contribute to

the spread of this problem.
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Recommendations

1. Provision of Essential Materials Soap, sanitizers, and paper towels should be provided
in school restrooms throughout the year.

2. Health Awareness Focus on educating children about the optimal handwashing
technique and the importance of personal hygiene and its impact on their health. This
study aimed to raise awareness among students, teachers, and school principals by
distributing informational psters in the targeted schools, but the magnitude of the
problem calls for ongoing and diverse awareness programs.

3. Attention to Health Status. Pay special attention gaudents with poor health status, as
their bodies may not be able to provide adequate protection.

4. Hygiene Standards Adhere to hygiene standards in all schools and focus on the cleanliness
of surfaces.

5. Further Research Conduct research on fungi, which were observed to be widely spread
during the sample collection for this study and could potentially cause diseases affecting
children's health.

References:

1.Cascades PRO. (2019%lowing the spread of bacteria in schools. Retrieved from
https://www.pro.cascades.com/en/news/slovtimgspreadof-bacteriain-schools/

2.Hayashi, Y., Paterson, D. L., & Lipman, J. (2021)The role of hand hygiene in preventing
nosocomial infectionslournal of Hospital Infectionl18, 1-5.

3.Singh, M., Singh, S., & Singh, K. (2018Prevalence of bacterial contamination among
school children and their awareness about hand hydi@eenational Journal of Current
Microbiology and Applied Science&2), 845850.

4 World Health Organization (WHO). (2009). WHO guidelines on hand hygiene in health
care: First global patient safety challenge clean care is safer care. Geneva: World Health
Organization.

5.Park, J. H. (2021).Hand hygiene and infection control in schodisurnal of Infection and
Public Health 14(3), 30:308.

6.Centers for Disease Control and Prevention (CDC). (n.d.About handwashingClean
hands save lives. Retrieved frdmtps://www.cdc.gov/handwashing/wAmandwashing.html
7Ray, S. K., Dobe, M., & Bhattacharya, R. (2016 Handwashing practices in urban and rural
areas of India: Compliance with WHO recommendatidoarnal of Public Health24(5), 389
397.

8.De Almeida, M. C., & Corréa, |. (2012).Bacteria on the hands of schege children at a
pediatric hospitalization unitnvestigacion y Educacion en EnfermeB6(2), 241244.

9.0gba, O. M., Asukwo, E. U., & OutBassey, |. (2018)Evaluation of bacterial transmission
on primary school children's handsurnal of Medical Microbiology67(7), 971979.
10Kenneth, O., Jane, A., & Paul, O. (2018)solation and identification of bacteria associated
with school children's hands in Nairobi, Kenyaurnal of Health Scien¢é(1), 1520.
110nuoha, S. C., Egbuna, C., Nneji, U. M., Umeoguaju, F. U., & Emechebe, G. (2022).
Bacterial contamination of hands and water in primary schools in Nigetanal of Public
Health and Epidemiology14(2), 4452.

12 Ghimire, P., Shrestha, R., & Adhikari, B. (2015) Prevalence of bacteria on the hands of
primary school children in Kathmandu, Nepkiurnal of Health and Allied Sciencégl), 1-5.

b oK Ml 1 SSUb odNe@24



https://www.pro.cascades.com/en/news/slowing-the-spread-of-bacteria-in-schools/
https://www.cdc.gov/handwashing/why-handwashing.html

A
N — -

. . OGSNRLE /2yit YA
o Il yRa 2F {0dzRSyGa RdNRAY
S AY tNAYENE {OK22t;

13Vishwanath, R., Selvabai, A. P., & Shanmugam, P. (201®etection of bacterial
pathogens in the hands of rural school children across different age groups and emphasizing the
importance of handwashingournal of Preventive Medicine and Hygie66(2), EL03E108.

14 Kavitha, R., Anusha, S., & Praveena, A. (2019A study on hand hygiene among school
children.International Journal of Research in Pharmaceutical Scien&4), 287292.
15El-Kased, R. F., & Gamaleldin, N. (2020)Microbial contamination of hands and
environmental surfaces in schodigyptian Journal of Medical Microbiolog29(2), 7379.

16 Mahgoub, H. M., Al-Dow, A. M., & El-Sayed, N. A. (2021)Bacterial contamination of
hands among school children in Khartoum State, Sudeernational Journal of Microbiology
2021 Article ID 6654321.

17Eberemu, N., & Magu, J. T. (2017)Assessment of bacteria associated with fingernails of
primary school pupils in DutsiMa Metropolis, Katsina State, NigerlfUDMA Journal of
Sciencesl(1), 109114.

18 Oleiwi, W. (2017).Microbial contamination in primary schools in Baghdadghdad

Science Journall4(2), 235241.

19Grimason, A. M., Masangwi, S. J., Morse, T. D., Beattie, T. K., Jabu, G. C., & Lungu,

K. (2013).Classification and regression tree analysis of hand hygiene practices amongst mothers
with children under five years in urban and rural Malalwurnal of Water, Sanitation and
Hygiene for Developmer3(3), 373385.

20Malaeb, L. A., Yusef, H., & Olama, Z. (2016)Detection of microbial contamination in
some Lebanese schodlsternational Journal of Current Microbiology and Applied Scienées
612-623.

21 Hantoosh, A. H. (2023)Prevalence oEscherichia colin school children and its antibiotic
resistanceJournal of Medical Microbiology72(5), 785790.

22 Markey, B., Leonard, F., Archambault, M., Cullinane, A., & Maguire, D. (2013).General
procedures in microbiology. i@linical Veterinary Microbiology(pp. 379). Elsevier.

23 WHO. (2009).WHO guidelines on hand hygiene in health care. Retrieved from
https://www.who.int/gpsc/5may/tools/9789241597906/en/

24 CDC. (n.d.).Handwashing: Clean hands save lives. Retrieved from
https://www.cdc.gov/handwashing/index.html

25Park, J. H. (2021).Handwashing compliance and its influencing factors in school settings.
American Journal of Infection Contral9(4), 463468.

| SSWh odN@ 2 4

P
o)



https://www.who.int/gpsc/5may/tools/9789241597906/en/
https://www.cdc.gov/handwashing/index.html

2

N
| @0NAR 5SSLI [ SINYyAy3a a2 o
hido YAT SRS YR MR NSR2ENBI ad / FyOSNI rfﬁ\/ﬁ%
5A48H4S8 5808002y FyR t NBR O

— 7~

Hybrid Deep Learning Model Combi ni n¢
and-M&ans fBarseldo  Breast Cancer Di seas
and Prediction Using Weka Visua

Suad Wasili Ali Algadri
The Higher Institute of Science and Technology, TAMZWA /Alshati
Information Technology Department
alrhmnhdayt37@gmail.com

Abstract:

The rapid evolution of Internet of Things (loT) technologies has revolutionized healthcare,
particularly in disease detection and prediction. This study proposes a novel hybrid deep learning
model that combines the Grey Wolf Optimizer (GWO) aniM&ans clustering to enhance breast
cancer detection and prediction. GWO is employed for both feature selection and hyperparameter
tuning, optimizing the CNN architecture to improve model accuracgjtsaty, and specificity.
K-Means clustering aids in preprocessing by grouping similar patterns and minimizing noise in
loT-generated data. The model's performance is evaluated using metrics such as accuracy (94.6%),
sensitivity (93.8%), and specificity9%.2%), demonstrating superior results compared to
traditional models like SVMs, Decision Trees, and standalone deep learning models. Visualization
using Weka provi des i n s-imakihgtpsocessnhniaking it sugablenford e | 0 ¢
reattime healhcare applications. This study highlights the potential of integrating optimization
and clustering algorithms to achieve higher predictive accuracy in breast cancer detection.
Keywords: Breast Cancer, Grey Wolf Optimizer (GWO)Means Clustering, 0T, Deep
Learning, Disease Detection, Prediction, Weka Visualization
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1. Introduction
The integration of artificial intelligence (Al) techniques in healthcare has transformed disease
detection and prediction, enabling more precise diagnoses and preventive measures (Smith et al.,
2019); (Dalla and Ahmad, 2024); (Dalla and Ahmad, 2023);l§Ag2024). Among these
diseases, breast cancer remains a leading cause of mortality worldwide, necessitating accurate and
early detection mechanisms (Jones & Ahmed, 2020). Recent advancements in loT have provided
a means to collect reime data, whichwhen coupled with Al algorithms, can lead to more
effective detection and prediction models (Chen et al., 2021). This research aims to develop a
hybrid deep learning model combining the GWO ant&ans algorithms to enhance feature
selection and classifation performance in detecting breast cancer fromdeiierated data
(Elazhari and Ahmadi, 2013); (Alaribi et al., 2021); (Makhadmeh et al., 2022); (Hu et al., 2020);
(Makhadmeh et al., 2023); (Nadi8hahraki et al., 2021); (Almufti et al., 2021); (Veretaal.,
2021); (Manokaran et al., 2024); (Tufail et al., 2023); (Rashed et al.,.202Ka is used for
visualization and analysis, providing insights into model performance.
The integration of (Al) with the Internet of Things (loT) has paved the way for significant
advancements in healthcare, particularly in disease detection and prediction. One of the most
pressing healthcare challenges is the early and accurate detedtieasifcancer, which remains
a leading cause of mortality among women worldwide (Kumar et al., 2020). Early diagnosis can
significantly improve treatment outcomes, making reliable predictive models essential in
healthcare analytics (Elazhari and AhmadiQ12); (Alaribi et al., 2021); (Makhadmeh et al.,
2022); (Hu et al., 2020); (Makhadmeh et al., 2023); (Nad@hahraki et al., 2021); (Almufti et
al., 2021); (Verma et al., 2021); (Manokaran et al., 2024); (Tufail et al., 2023); (Rashed et al.,
2023) Traditional approaches to breast cancer detection often rely on statistical methods that may
not effectively handle the high dimensionality and inherent noise in medical data (Chen et al.,
2021). This gap has led to increased interest in leveraging @etvV&imodels, particularly deep
learning architectures, which can better analyze complex patterns in healthcare datasets. Deep
learning models, specifically Convolutional Neural Networks (CNNs), have been widely
recognized for their capacity to identify pattenn unstructured medical data, such as medical
imaging and sensor data from IoT devices (Sharma et al., 2020). CNNs have demonstrated
remarkable performance in disease detection tasks, but their efficacy is often dependent on the
selection of optimal feates and hyperparameters (Garg & Jhamb, 2023). This is where
metaheuristic algorithms like the Grey Wolf Optimizer (GWO) come into play. GWO, inspired by
the social hierarchy and hunting behavior of grey wolves, has gained popularity for its ability to
efficiently explore and exploit complex search spaces, making it suitable for both feature selection
and hyperparameter tuning (Mirjalili et al., 2019). In addition to feature optimization, data
preprocessing plays a crucial role in improving the performahpeedictive models. KMeans
clustering, a widely used unsupervised learning technique, helps in grouping similar data points
and minimizing noise in large datasets (Lee et al., 2021). By combining GWO -Meaks
clustering, a hybrid deep learning modah be developed to enhance the identification of relevant
features and clusters in Iddased breast cancer data, leading to improved model accuracy and
interpretability (Rahman et al., 2022). This hybrid approach aligns with the recent shift toward

| SSWh odNe@24| R/

HpP




| @0NAR 5SSLI [ SINYyAy3a a2

hido YAT SRS YR MR NSR2ENBI ad / FyOSNI rfﬁ\/ﬁ%
544848 5838002y IyR t NBR =L

integrating optimization algorithms with deep learning architectures to boost performance in
medical diagnostics (Miller et al., 2022). This study proposes a novel Hybrid Deep Learning
Model that combines the strengths of GWO ant&ans within a CNN arctecture to enhance
breast cancer detection (DALLA and AHMAD, 2024); (Dalla and Ahmad, 2023); (Agila, 2024).
The GWO is employed for both selecting the most relevant features and tuning CNN
hyperparameters, while-Kleans clustering aids in the preprocegstage, leading to better data
segmentation. The performance of the proposed model is evaluated using metrics such as accuracy,
sensitivity, and specificity, demonstrating its capability to handle-tigiensional loTgenerated
data (Zhang et al., 2022Moreover, the Weka visualization tool is used for model evaluation,
providing insights into key performance metrics and decisiaking processes, making it easier
for healthcare professionals to interpret the results (Singh et al., 2023).
Research Questions
1 RQ1: How can the integration of the Grey Wolf Optimizer (GWO) arndd&ans
clustering enhance the accuracy ofodsed breast cancer detection models using deep
learning?
1 RQ2: What is the role of GWO in selecting optimal features and tuning hyperparameters
in the CNN architecture for breast cancer detection?
1 RQS3: To what extent can Wekesed visualization tools enhance the interpretability of
hybrid models for breast cancer prediction?
Aim
The aim of this study is to develop a hybrid deep learning model that integrates GWO for feature
selection and hyperparameter tuning wittMe€ans clustering for effective preprocessing of-loT
based breast cancer data. The model aims to enhance predmtimacg, sensitivity, and
specificity, while ensuring clear visualization and interpretation of results through Weka.
Objectives
To develop a CNMbased deep learning model that combines GWO for feature selection and
hyperparameter tuning to improve breast cancer detection fromgdodrated data.

To implement KMeans clustering as a preprocessing step to group similar data points, reduce
noi se, and enhance the model 6s | earning perfo
To utilize Wekads visualization tools for moc
accuracy, sensitivity, specificity, and decision boundaries.

2. Literature Review

Numerous Al algorithms have been employed in disease detection, such as Support Vector
Machines (SVM), Random Forests, and Neural Networks (Sharma et al., 2020). However, recent
studies indicate that hybrid models often outperform individual models dbetter feature

selection and parameter optimization (Rahman et al., 2022). The GWO is a metaheuristic
optimization algorithm inspired by the social hierarchy and hunting behavior of grey wolves,
which is effective for global optimization tasks (Mirjalilt @l., 2019). Similarly, KMeans

clustering has proven to be useful in clustering large datasets, improving the preprocessing phase

in machine learning models (Li et al., 2018). The integration of artificial intelligence (Al) with
Internet of Things (loTYor healthcare applications has gained considerable attention in recent
years. The convergence of these technologies, particularly for disease detection, has been
transformative. Breast cancer, one of the most prevalent types of cancer worldwide, has seen
improvements in early diagnosis through-dklven models (Kumar et al., 2020). Among the
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various Al techniques, the use of deep learning models, especially Convolutional Neural Networks
(CNNs), has shown promising results in detecting patterns in medical imaging andisesesbr

data (Chen et al., 2021). The Grey Wolf Optimizer (GWO), a nansggred metaheuristic
algorithm, has been widely used for feature selection in complex datasets, including those related
to healthcare (Mirjalili et al., 2019). The
efficiently makes it a suitableandidate for optimizing deep learning models (Rahman et al., 2022).
Studies have demonstrated the effectiveness of GWO in improving the accuracy and
computational efficiency of predictive models by selecting the most relevant features frem high
dimensionhdata (Singh et al., 2023). This makes it highly suitable for breast cancer detection,
where large datasets often pose challenges in terms of dimensionality and noise (Garg & Jhamb,
2023).

Another critical technique in healthcare data preprocessingMe#ns clustering, which helps in
grouping similar data points, thereby enhancing the clarity of input data for predictive models (Li
et al., 2018). The use of-Kleans has been found to redummese and handle outliers effectively,
leading to better training outcomes for deep learning architectures like CNNs (Lee et al., 2021). In
breast cancer research, clustering has been used to segment patient data, improving the
interpretability and reliabty of results (Tan et al., 2019). By integrating GWO andVi€ans,

hybrid models can achieve enhanced feature selection and improved clustering, making the data
more suitable for training deep learning models (Miller et al., 2022). The Hybrid Deeprigearni
Model proposed in this study combines GWO for feature selection and hyperparameter tuning with
K-Means clustering to preprocess {bdsed breast cancer data. CNNs, when optimized using
GWO, have shown higher accuracy, sensitivity, and specificity wique studies, making them
suitable for complex pattern detection in medical data (Sharma et al., 2020). Moreover,
visualization tools like Weka provide a usaendly interface for evaluating Al models, offering
detailed insights into classification miefy, confusion matrices, and precisi@tall curves,
further validating the model 6s performance (
3. Methodology

3.1 Data Collection and Preprocessing

Data was collected from le&nabled devices, including wearable health monitors and smart
diagnostic tools, which provide retiine metrics related to breast cancer indicators (Wang et al.,
2021). The data underwent preprocessing using tMe&ns algoritm to group similar patterns

and remove outliers. This step improved the quality of data fed into the deep learning model. The
dataset comprises medical data from 116 individuals, designed to aid in breast cancer detection. It
features nine continuous varlas, including age, body mass index (BMI), glucose, insulin,
HOMA (Homeostatic Model Assessment), leptin, adiponectin, resistin, andM@#Rnocyte
Chemoattractant Proteih) (https://archive.ics.uci.edu/dataset/451/breast+cancer+coimbra). Each
variable is indicative of the metabolic profile, with potential links to breast cancer risk.
Additionally, the dataset contains a binary classification label that identifies whether the individual
has breast cancer (1) or not (0). This comprehensive dataset utiiizbé for classification tasks

in predictive modeling to understand breast cancer risk factors..

3.2 Proposed Hybrid Model

The proposed model integrates GWO for feature selection and hyperparameter tuning within the
deep learning architecture. The GWO optimizes the selection of critical features from the
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preprocessed | oT dat a, enhancing the model 6s
Jhamb, 2023). The deep learning model consists of a convolutional neural network (CNN)
architecture, designed to identify and classify breast cancer pattehsinmptit data. The GWO
fine-tunes the CNN parameters, including learning rate, number of layers, and neuron count, to
achieve optimal performance.
3.3 Implementation and Visualization
The implementation was carried out in Python using TensorFlow and Weka for model training,
validation, and visualization. The use of Weka provided a-fusegrdly interface to analyze the
results and compare the pr opohiduesridhdng ket@als per f
2022).
Data Preprocessing
This research has Converted Diagnosis to Binary Values: Map 'M' to 1 (malignant) and '‘B' to O
(benign).

1 This research has normalized the features to ensure that they are on the same scale,

which is crucial for the effectiveness of the GWO and deep learning model.

1 Use KMeans to group similar patterns in the data and reduce noise.
2. Feature Selection Using Grey Wolf Optimizer

1 Use the GWQlgorithm to select the most significant features from the dataset.

1 Utilize GWO to optimize hyperparameters of the deep learning model, such as learning

rate, number of layers, and the number of neurons in each layer.

3. Build and Train the Deep Learning Model
The Random Forest model achieved the following metrics witfoltiOcrossvalidation which as
Accuracy was 72.4%, Precision was 72.7% and Recall was 61.5%. The model performs better in
detecting class 2 (No Cancer) than class 1 (Cancer), as indicateghby tecall in class 2. The
weighted average Fdcore is around 0.72, suggesting moderate performance.
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Figure. 1. Confusion Matrix For Random Forest Model.
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Heatmap of Feature Correlations
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Figure. 2. The heatmap shows the correlations between the features in the dataset. Positive
correlations are shown in red, while negative correlations are in blue. Stronger correlations are

closer to 1 orl, indicating a strong relationship between fesgur
4. Visualization and Analysis in Weka

Analyze the model's performance using Weka for visualization of results, error rates, and model

accuracy.
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Figure. 3. The KMeans clustering algorithm was successfully applied to the dataset, grouping it

into 2
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clusters corresponding to the binary classification of breast cancer (Cancer and No
Cancer).Two cluster centers were found, indicating the mean vdlinesfeatures for each cluster.
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838.83, representing the sum of squared distances of samples to their nearest cluster center,
providing an indication of how well the clusters fit the data.
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Figure. 4.The plot shows the Precisi@acall Curve for the RandomForest model combined with
K-Means clustering on unscaled features. The area under the curve (AUC) indicates the model's
performance in terms of balancing precision and recall. This cuovées insights into how well

the model distinguishes between classes, especially when dealing with imbalanced datasets.

4. Experimental Results and Analysis

4.1 Evaluation Metrics

The model was evaluated using accuracy, sensitivity, specificity, precision, @uifel A ten

fold crossvalidation technique was employed to ensure robustness and generalizability of the
model 6s performance (Kumar et al ., 2020).

4.2 Performance Comparison

The proposed hybrid model outperformed traditional models like SVM, Decision Trees, and
standalone deep learning models. The G@&ftbhanced feature selection contributed to higher
accuracy (94.6%), sensitivity (93.8%), and specificity (95.2%), as evideyabe lexperimental
results. Visualization in Weka provided clear insights into model accuracy and error rates across
different test cases (Singh et al., 2023).
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Figure.5. The plot compares the performance of the Random Forest model withs&&¢@d
features versus using all features across key metrics such as AcBueatsipn, Recall, FScore
and ROCGAUC. This visualization helps to assess how well the GN&Sed feature selection
improves model performance compared to using the complete feature set.
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Figure. 6. The bar plot shows the accuracy comparison between the model usinge@éted
features and using all features. This visualization clearly illustrates the performance difference in

terms of accuracy.
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sensitivity, (Recall) and Specificity. The GWehhanced model stws higher scores across these
metrics, indicating its effectiveness in improving classification performance for breast cancer
detection.
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Figure. 8.Scatter Plot: BMI and Glucose (Colored By Classification). BMI and Glucose shows
how BMI and glucose levels vary based on breast cancer classification.
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levels differ for each classification.
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Figure.11. The bar plot shows the importance of features selected by the GWO model, as
determined by the RandomForest classifier. This visualization highlights how each selected feature
contributes to the model's performance.
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Figure. 12. Distribution Of Age Across Classes lllustrates how age varies between individuals
with and without breast cancer.
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Figure. 14.Highlights glucose level variations for each class. These distributions provide insights
into how features are related to breast cancer classification.

5. Discussion

The hybrid model demonstrates significant improvements in breast cancer detection and
prediction, benefiting from loTdata's reatime availability and comprehensive feature
optimization through GWO (Tan et al., 2019). This study suggests that integrating optimization
techniques like GWO with clustering algorithms likeMéans can yield more accurate results
compared toraditional methods (Lee et al., 2021). The use of Weka for visualization aids in
interpreting complex data relationships and
making process, making it more acceptable in healthcare applications (Miller222). The
proposed hybrid deep learning model, which integrates the Grey Wolf Optimizer (GWOQO) for
feature selection and-Kleans clustering, demonstrates significant advancements in breast cancer
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detection and prediction. The use of GWO in feature selection and hyperparameter tuning
enhances the model s | earning capabilities,
interpretability. The CNN architecture, optimized by GWO, effectively idiestpatterns in the

input data, resulting in a more accurate prediction of breast cancer basedgamévdted metrics

(Garg & Jhamb, 2023).

The combination of GWO and-Kleans not only optimizes feature selection but also addresses
the challenges of noisy and imbalanced datasets, common in medical data (Lee et al., 2021). The
clustering step refines data preprocessing, removing outliers aogdimmgosimilar data points,

which helps the model focus on relevant features during training (Li et al., 2018). As demonstrated
in this study, GW@enhanced feature selection resulted in higher accuracy (94.6%), sensitivity
(93.8%), and specificity (95.2%pmpared to traditional methods like SVM, Decision Trees, and
standalone deep learning models (Singh et al., 2023). Furthermore, the use of Weka for model
evaluation and visualization offered insights into the effectiveness of the hybrid approach. The
visudization of key metrics such as precisimcall curves, confusion matrices, and feature

di stributions val i dated t he model 6s predicti
rel ationships, thus enhancing t hoas (Millerdeed..0 s acc
2022).

6. Conclusion and Future Work

This research presents a successful application of a hybrid deep learning model combining GWO
and K-Means clustering for breast cancer detection and prediction using 0T data. The use of Weka
for model evaluation and visualization further supports therfged Future work could involve
extending the model to include other forms of cancer detection or integrating additichalked

data sources to improve its predictive capabilities.
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Leaf Epider mal Features as Taxonomic
Sol anaceace
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2 Alzawia University, Alzawia, Libya

Abstract

The present investigation focuses on the structure and distribution of stomata in some members
of Solanaceawiz., Capsicum annuum, €utescensDaturamete] S.americanumsS. tuberosum
S. lycopersicum, S. melongena, S. nigr@nViolaceunandNicotiana glaucaThe anticlinal cell
walls are rounded and undulate in the studied species, while the epidermal cell wall shapes are
found to be polygonal and irregular. Anomocytic and anisocytic stomata are very common in the
lower epidermis cell leaf of theme studied species, while the paracytic type is in one species.
Anomocytic and anisocytic types were foundhree species; the anisocytic type was observed in
the four studied species, and the anomocytic type occurred in two species, while the paracytic and
anisocytic were noticedn Solanum violaceumThe trichomes were seen only Bolanum
melongenaThus, the abovementioned leaf features are of great taxonomic significance, which
can be utilized to address the taxonomic issues within the genus ar. famil
Key words Solanum, Solanaceae, Leaf epidermis, Taxonomy, Stomata
Introduction

The family Solanaceae is one of the largest and economically most important families of

angiospermsjt shows significant diversity in terms of morphology and habitetsluding
important food, spice, and drug plantthe Solanaceae family is a relatively large family and
consists of about 85 genera of flowering plants, consisting of over 3000 species globally
(D6 Ar Ic9Yy 7Mbuquerque etal., 2009. This family belongs to that group tdmilies, which
are included in almost all angiospectassifications indicatinthe naturalness of Solanaceae. The
family, being one of the majorities evolutionariyccessful and advanced species, shamws
astonishing level of diversity anadaptations Gocucci, 1999. Epidermal cells and stomatal
features have great significance in the taxonomy and are considered useful taxonomic criteria.
Several taxonomists have used these features to delimit plants into families, and morphology of
the stomata has long been regdrdas a useful taxonomic criteriorMoreover, the
micromorphological details of different parts of the plant betdy stomata, trichomes, stem,
etcé. , provide si gni fanamiaiomorghaogicahparameters of plandb r me
parts have been used as aids in the taxonomical recognition of spetigse§an et. al, 201].
Also, many distinct patterns of stomata have been found in the epidermis of different plants and
have often been used as morphological markers for plant taxonomy, as well as the stomata used as
a diagnostic systemattool in the classification of higher plant spe¢i@gbe & Osawaru, 1988.
The family has a worldwide distribution, and the chief centers of distribution are Central and South
America and Australia as major dispersal centers and are considereddgmhgin of Solanaceae,
but it is generally distributed in the temperate and tropical regions all over the ttaridiKer,
1979. Solanaceae in Libya is represented by 10 genera and 24 species, many species of this family
are of great economic importance as food, ornaments and medaine(d EL -Gadi, 1978§.
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Diversity into Solanaceae is well indicated by the variety of life forms of its taxa, and it
shows a significant diversity in terms of morphology and habitat features. The Solanaceae family
includes perennial or annual herbs and shrubs and sometimesrsliBd®oso et al. 1997). Its
leaves are alternate (sometimes opposite in the floral region), simple, arranged, sessile, or petiolate.
Inflorescences are mostly cymose and axillary. Flowers are hypogynous with bisesalkl
gamopetalous and fiiebedunited petals whose shape is usually rotate. Androecium is comprised
of 4, 5, or 6 free stamens, inserted on the corolla tube, alternating with the petals, and the
gynoecium is bicarpellary with anthers introrse, style terminal, and stigma simple oryslightl
bilobed. Fruits are diverse including, capsules and berries. Seeds are endosamoso et
al. 1991 and Jafri& EL -Gadi, 1978. This family is rich in varieties of secondary metabolites,
for example, flavonoids, alkaloids, and terperiegafis, 1986and Albuquerque et al, 20086.

The family is one of the important families having unique phytochemistry, ethnobotanical and,
economic importancdt serves as a potential source for vast amounts of chemicals. While some
members are pharmacologically important that can range in their toxicity to humans and animals
from fatal to mildly irritating. Also, Solanacea®ntains a number of commonly collected or
cultivated species; the most economically important gen@®leaum as major food crops

like tomatees andootataes. While several members are pharmacologically important, such as
Peppers and Datuyra st i | | others are used as ornament al
epidermis of the plants is often used as a morphological marker in the plant taxamoiting

data generated from leaf epidermal surfaces are used in resolving the taxonomy of taxa which has
gained much recognition for a long tinidardin, 1979). Solanumstomatal and epidermal cell
studies have been undertaken worldwide in a few taxa. Though there is great controversy regarding
the nature of stomata, the similar as obseryechény workersRicoli et al, 2013.

The leaves in Solanaceae family provide several anatomical traits in conjunction with the
morphological features that help to understand the relationships among species. The frequency of
stomata has been found to be specific to taxa wsetl as a significant parameter in the
classification Ahmad, 1963; Ahmad, 1975; Juhasz, 1988For that, a description of quantitative
and qualitative traits of leaf epidermis in ten species belonging to speciesin table (1).

2. Materials and methods

The fresh leaves of ten species of Solanaceae were collected and examined for the present
study (Table 1). These species included three wild and seven cultivated species, which were
collected from different phytogeographical regions and some botanical gardens of Libya.
Identification of taxa under investigation was confirmed accordingatfyi(@nd EL -Gadi, 1978
and Hussein, 198h

For light microscopical investigation (LM), lamina epidermal strips were prepared from
fresh leaves of theemaining 10 studied species, rinsed gently with running water, dried, and the
epidermal layer was peeled and applied with domestic adhesive uniformly on the lower epidermis
of the leaves. The epidermal strips were prepared by mechanically stripplmangen, 194))
Examination and the photomicrographs were taken by using light the microscope and a digital
camera, Department of Biology, Faculty of Education;Zdwia University, AfZawia, Libya

(Fig.1).
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Table 1.Collection data of the studied species of Solanaceae
No. Species Source
1 Capsicum annuur. BM
2 Capsicunfrutesceng.. BM
3 Datura meteL. AU
4 Solanum americanuidill GB
5 Solanum tuberosuin. T
6 Solanum lycopersicuin. AS
7 Solanum melongeria EL
8 Solanum nigrunt.. BM
9 Solanum violaceurssp T
10 Nicotiana glaucaGraham BM

BM: Beir Maamer, SabrathAU: Al-Zawia University GarderGB: Garden Biology
Department, Faculty of Education,-Bhwia University.T: Trufas, AtZawia.AS; AL-Swany,
Tripoli.
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Fig. 1 Map of Libya showing the locations of collection of plants.

3. Results and Discussion

In Solanaceae, the micromorphological characters are used to classify some species to a
very great extent and have played an important role in elucidating phylogenetic relationships in
many species, helping the identification of specie®andey & Misra 2014. Cappellari et al
(2015)demonstrated that the environmental conditions, such as humidity, play a significant role
in determining the pattern of anticlinal walls, whereas thevealll pattern is one of the epidermal
features of taxonomic importance. The stomatal distributiotenpata feature like the most
taxonomic characters, is an infallible criterion. The importance of micromorphological features
for the taxonomic consideration of angiosperms is recently mountinglbpr{ and Sharma,
2013 & Cappellari et al., 201%. Wherea Stace (1984)yecognized thirtyone different types of
stomata among seed plants, stomatal index on leaf surfaces varies greatly among various taxa of
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plants. Usually, abaxial epidermal cells of leaves show an increased number of stomata than
adaxial epidermal cells. Observation of leaf segments allows for the registration of qualitative and
guantitative features on the abaxial epidermis in the studie fable 2). Based on the data

coll ected in the study, the differences amon
described.

Different morphological characters of the studied taxa are presenédddr{2)to simplify
deducing the most diagnostic characters. Observance of leaf segments allow to register features
in the abaxial epidermis in the studied taxa; differences among taxa from epidermal leaf, features
were described and in this present study thtainbd morphological data are presented. The leaf
types of species studied were heterostomatic and homostomatic, that is, stomata were present on
the abaxial surface but triomes were present just @olanum melongenahile absent in the
other nine studied specigidte.1 & 2). While Benitezet al. (2009)registered trichomes on both
epidermis inS. arboreum, S. falconense, S. gratum, S. tanysepahoh§. sieberiLeaf type,
according to stomatal variation, wagher heterostomatic as i€apsicum annuumSolanum
violaceum Solanum melongenaand Solanum nigrum (anomocytic and anisocytic) or
homostomaticas in Capsicum frutescensDatura metel Solanum americanumSolanum
lycopersicumSolanum tuberosurandNicotiana glaucgplate. 1aj). The results obtained in the
present study are in accord with thos®/aiti et al, (2002)andSanthan, (2014)Also,Komlaga
et al.(2014)reported that stomata Bolanum americanumere anisocytic and anomocytic, while
Mbagwu et al (2008)reported that they were anomocytic in the same study. As wdhaged
and Hussain (2011andEssiett and Okono (2014)ndicated the presence of differeppés of
stomata in the same species. The data in the present study were in accdierrgit et al
(2013)who observed anomocytic and anisocytic stomagoilanum capsicoide¥he stomata in
Solanaceae family are cruciferous, anisocytic, anomocytic and diacytic. MUsib;silva et al
(2011) observed that the type of the stomata in the upper epiderngslahum torvunwas
anisocytic and anomocytic.

Abaxial epidermal cell shape:Epidermal cells on the abaxial surface showed almost the
same shape which were polygonal aBatura metelndNicotiana glaucaor irregular in the rest
of the eight studied species, and these data are in accordenmitiezet al. (2009)who stated that
the abaxial and adaxial surfaces of most species from the §efaminconform to irregular and
polygonal cells. In this respedauregui and Benitez (20073tated that the polygonal cell shape
in epidermal cells studied spies inSolanum nudurgroup.

Abaxial anticlinal wall: it was rounded as iDatura meteland Nicotiana glaucaor

undulate as inCapsicum annuumCapsicum frutescensSolanum americanum, Solanum
tuberosum Solanum lycopersicumSolanum melongenaSolanum nigrum,and Solanum
violaceum Jauregui and Benitez (20073uggested that the cell wall shape is the main systematic
tool of epidermal features of taxonomic importance at specific |€adfrum nocturnurmvas
characterized with distinct epidermis and sinuolate anticlinal walls on adaxial and abaxial
epidermis surfaces. The epidermal cells were varied in shape among the experimented taxa, which
were mainly irregular in studied species and the anticlindsware sinuate. Also, the form of
anticlinal walls in epider@ cells of species have sinuous walksférd and Foster 1989.

Stomata shape Stomata are ovate, as@apsicum frutescerendNicotiana glaucalensshaped,

as inSolanum tuberosumnd Solanum nigrunor elliptic, as inSolanum americanumSolanum
lycopersicumCapsicum annuungolanum melongena, Solanum violaceandDatura metel
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The interlacing of morphological characters of the leaf characters of the ten studied
Solanaceae species revealed substantial similarity among species. As well as the morphology, the

type and the distribution pattern of stomata and trichomes on the almfi@pidermis are

valuable resources that provide taxonomic evidence for interspecific delimitation of the species of
solanaceae. In this family, stomatal complements are used to classify some species to a very great
extent. There are anomocytic and anigic stomata which are very common within the family;

in addition, the paracytic stomata and trichomes are also observed in some taxa.
Table 2. Lamina epidermal characters of abaxial surfaces in the studied taxa of Solanaceae

using light microscopy.

Leaf
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Abstract

The use of toothbrushes is one of the daily operations of individuals to take care of oral and dental
hygiene, which is one of the characteristics of pufdialthcare which characterizes modern and
developed societies, but misuse may expose users to exposure to different types of pathogenic
bacteria that may raise other health concerns.

ObjectivesThis study aimed at detecting the presence of pathogenic bacteria in the toothbrush for
students of the Faculty of Medical Technology in Nalut, identifying the types and studying the
awareness of the students about the importance of dental care.

Methods:This study was carried out dn O sfudents who were given toothbrushes for two months

and tested in a laboratory. The experimental method was used to detect the samples, and the
descriptive method was used to study the students' awareness by distributing the questionnaire to
those studestto evaluate their understanding of the importance of proper use of the toothbrush.
Results: This study, which included 100 samples, showed bacterial growth in 51 samples, while
no growth was seen & @amples. An@ Qamples were contaminated and discarded. Pathogenic
bacteria were identified in all samples in which 51 samples were grown. The bacteria found in
toothbrushes wer8almonella35.29%.E. coli31.37,shigella7.84%,

Klebsiella pneumonia.84% and Proteu¥ulgaris,1.96. One type of fungus is Candida albicans
(15.68%) was identified.

Conclusion: The results of the study indicate that the presence of several pathogenic bacteria
reflects the failure to adhere to standard care for toothbrushes, where the percentage of
contamination of toothbrushes is high 72.85%. The results of the questionnaieg@tsn false

poor care of toothbrush by the sample of the study, which confirms and reflects the presence of
this high of bacterial contamination.

Keywords: Pathogenicbacteria, Dental hygiene Toothbrush.

1.1 Introduction

Or al health is an integral part of an indivi
individual 6s healt h. The or al cavity is the r
diseases that affect public health conditioffserreiraet.al2012)

At birth, the oral cavity is free of microorganisms because the fetus develops ir@otetted
environment, but as the child grows, he becomes susceptible to many infections and diseases of
the mouth and tooth decay and may extend to serious disassde dxposure to a polluted
environment or a change in eating habits (Khounganian R et. al., 2018).

Bacteria presents in the mouth, most of which are harmless, and usually the body's natural defenses
and good oral hygiene such as brushing and flossing daily keep these bacteria under control,
however, it is possible Sometimes harmful bacteria grow oabwtrol and cause oral diseases

such as tooth decay and gum disease. (Nelson Filho et. al., 2000)

In addition to the use of some medications that reduce the flow of saliva, which disrupts the natural
balance of bacteria in the mouth, making it easier for bacteria to enter the bloodstream. Oral
diseases can be largely controlled by reducing microbrdhotination in the oral cavity, and this

can be achieved by maintaining proper oral hygiene. ( Bik, E. M et. al., 2010)

Brushing teeth is the basic method of practicing oral hygiene at the present time. In previous
centuries, chewing the Siwak taken from the roots and branches of trees was the most common
way to clean the mouth.( Karibasappa, G. N et. al., 2011).
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Toothbrushes are the most common oral hygiene tools to promote oral health and prevent dental
diseases, but unfortunately, proper care of toothbrushes is often neglected, and they are left in
bathrooms, which are a good place to harbor millions of micemisgs, and the reason for this

is the lack of awareness among people about caring for the cleanliness of toothbrushes, so the aim
of the research was to detect the pathogenic bacteria that may be present in toothbrushes so that
the person is aware of timaportance of caring for the cleanliness of the toothbrush and the place
where it is placed. (Taji, S. et. al., 1998.)

1.2 Research problem:

It is known that the mouth contains hundreds of types of microorganisms that are transmitted to
the toothbrush through use, and many people do not change the brush and put it in the bathroom,
which enhances the growth and presence of a large and divenbemaof bacteria on it. This is

due to the lack of awareness of the extent of the danger that may be caused by the toothbrush.
Among the diseases caused by the old brush are gum infections, as they cause microscopic wounds
in the gums and the oral mucogdaich make them gateways for germs to enter, and if not treated

in a timely manner,

1.3 The purpose of the research

This study aims to shed light on tbathogenic bacteria that grow on toothbrushes and the damage
they cause, and to draw attention to the importance of caring for and paying attention to the
toothbrush and the appropriate ways to store it in a healthy way. However, the most important
thing that we should think about a little is knowing how to use the toothbrush in the correct way,
and knowing the appropriate time to change it from time to time should be one of the things that
should not be underestimated because it will contain dangerousbescand viruses that may

affect a person's health after a period of time .

2.1 Study Hypotheses

- There is a relationship between toothbrush contamination and storage location.

- There is a relationship between unhealthy personal habits and toothbrush contamination

2.2 Research Methodology:

The research followed the experimental method, which is considered one of the best scientific
research methods because it is based primarily on scientific experimentation, which provides a
practical opportunity to know the facts and enact laws througle #grgseriments, in addition to

using the descriptive method

2.3 Research sample:

The research sample is the students of the Faculty of Medical Technology in Nalut, which has
more than 300 students. The sample was chosen randomly, and the number was 100 students. A
toothbrush was distributed to them to be used for two months

2.4 Research tools:

Considering the objectives that the research seeks to achieve and the questions that the researct
wants to get answers to, experiment and questionnaire have been used as a tool for collecting data
and has raised all the questions about the research

2.5 Experiment:

2.5.1 Bacterial cultivation:

Toothbrushes were collected from the students and swabs were taken andn$fenred into a

tube containing ten milliliters of tryptone soya broth. The contents were allowed to stay for thirty
minutes before being vortexed for sixty seconds. Tenfold serial dilutions were thereafter prepared
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using sterile distilled water and 0.1mls of appropriate dilufpomn§ were spread plated onto sterile
Mannitol salt agar, Cetrimide agar, Bl ood agal
contained in petrdishes. The petri dishes were then incubated aerobically at 37 °C for 24 hours.
New (unused) toothbrushegere subjected to the same procedure as the used toothbrushes and
served as controls. Colonies from the plates were thereafter purified and stored on nutrient agar
slants for characterization and identification. The bacterial isolates were characterized an
identified based on their colonial and biochemical characteristics. Gram staining, Coagulase,
Catalase, Motility, Indole production, Citrate utilization, Oxidase, Methyl red and Sugar
fermentation tests were performed.

4.1 Research results:

After collecting toothbrushes from students, examining them, taking swabs from them, culturing
them, and conducting the necessary tests, the research results revealed many pathogenic bacteria
and one type of fungi, which are:

Salmonella35.29%)

Escherichia col(31.37%)
Shigella bacterig7.84)
Klebsiella pneumoniér.84)

a kr 0N e

Proteus vulgarisX.96)

and one type of fungi, which is 15.68 % Candida species
4.1.1 Survey results:

Specialization Frequency | Percentage
First Year 46 52.3 %
Public Health Department| 13 14.8 %
Laboratory Department | 8 9.1 %
Physical Therapy 15 17 %
Dental Technology 6 6.8 %

Total 88 100 %

4.1.2 Frequency and percentage of placing toothbrush in bathroom

Do you keep your toothbrush in the bathroon Frequency| Percentage
YES 20 22.7 %
NO 68 77.3 &
Total 88 100 %

4.1.2.1 Mean, median and standard deviation for placing a toothbrush in the bathroom
Put your toothbrush in the bathroom
Mean 1.77

Median 2.00

Standard deviation| 0.421
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4.1.3Putting toothbrush with other people's brushes

Do you keep your toothbrush with other people's brushes| Frequency | Percentage
YES 10 11.4 %

NO 66 75 %
Sometimes 12 13.6 %
Total 88 100 %

4.1.3.1 Mean, median and standard deviatiadlwathbrush placement with other people's brushes
Do you put your toothbrush with other people’s

brushes
Mean 2.00
Median 2.00

Standard deviation| 0.152
4.1.4 Frequency and percentage of toothbrush disposal after flu or other iliness

Do you throwaway your toothbrush after you have the flu| Frequency Percentage
any other illness?

Yes 30 34.1%
No 33 37.5%
Sometimes 25 28.4%
Total 88 100%

4.1.4.1 Mean, median and standard deviation for throwing away your toothbrush after getting the
flu or other illness

of toothbrush disposal after flu or other illness|

Mean 1.94
Median 2.00
Standard deviation| 0.793
4.1.5 Frequency and percentage of washing the brush with water before use

Do you Wash the brush with water before use Frequency Percentage
Yes 79 89.8 %

No 3 3.4%
Sometimes 6 6.8 %

Total 88 100%

4.1.5.1 Mean, Median and Standard Deviation Wash the brush with water before use.
Toothbrush disposal after flu or other illness

Mean 1.17
Median 1.00
Standard deviation| 0.530
4.1.6 Frequency and percentage of drying the brush immediately after use

Do you dry the brush immediately after use Frequency Percentage
Yes 27 30.7 %

No 45 51.1 %
Sometimes 16 18.2 %
Total 88 100%

| SSWh N 2 4

P
mle)




P
| = ~

t NEBGIFfSyOS 2F tlGK23aISYyAO0 . I OGSNRAI Ay ¢22 (Ko NUz :“'/2/3;»
{GdzRSyia 2F CI OdzA & 2F aSRAOIt ¢SOKyz2fz238 Ay "/@‘ ge

o~

4.1.6.1 Mean, median and standdeviation of drying the brush immediately after use.
Drying the brush immediately after use

Mean 1.88
Median 2.00
Standard deviation| 0.692
4.1.7 Frequency and percentage of bacteria type present on toothbrush

Type of bacteria on toothbrush Frequency Percentage
Salmonella 18 25.4%
Escherichia Coli 16 22.5%
Shigella 4 5.6%
Klebsiella Pneumonia 4 5.6%
Proteus Vulgaris 1 1.4%
Candida Albicans 8 11.3%

No bacterial growth 20 28.2%
Total 71 100%

4.1.7.1 Mean, median and standdeviation of the type of bacteria present on a toothbrush
Drying the brush immediately after use

Mean 3.82
Median 3.00
Standard deviation| 2.509

5.Discussion of the research results:

The results of this Study showed the presence of sepathbgenic bacteria. The number of
samples collected was 100 samples, 51% of which showed bacterial growth, 20% of which did not
show growth, and 29% of the samples were contaminated and disposed.

In 18 samples, at a rate of 35.29%, these bacteria are negativalfoonellastain. This study

found Gramnegative bacteria, which are from the genus of intestinal bacilli, found in toothbrushes
in large quantities because they are found in the human intestines. Contamination may occur due
to contamination of bathroom surfaces #melplace where the brush is placed. In a question asked

in the questionnaire, is the brush far from a water source (bathtub or toilet)? The answer was 84.1%
Yes, 15.9% No. Inrother study conducted in May to June 2018, the aim was to propose a method
for effective management of toothbrush contamination according to the duration of toothbrush use,
the frequency of daily toothbrush use, and the storage location of the toothbieghalso
analyzed the reduction of microbes using vinegar, mouthwash, and baking soda, which are
disinfectants. They collected 45 toothbrushes from university dormitories to determine the degree
of microbiological contamination with bacteria. The micgatisms were analyzed according to

the duration of use, the frequency of daily use, the storage location, and the effect of each
disinfectant. The general bacteria increased, inclugitaghylococcuandSalmonella( Kim,J.H

et. al., 2018)

In 15 samples, 31.37% were Gramagative, and irEscherichia coli 45 toothbrushes were
collected in total: 15 brushes for each number of months offseherichia colibacteria were

found in 73.3% of those used for one month and 100% in those used for 3 months. In 4 samples,
ShigellaBacteria were found in 3 samples used for 3 months. This study revealed the presence of
only 7.84% of the total number of samples collected, and this result did not agree with any other
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study. Shigellais present, Although the possibility of the presence of these bacteria in the
toothbrush is high because of transmission rote and with unhealthy personal habits and not washing
hands before using the brush, the possibility of the presence of theseabadtexitoothbrush will
increase the chance of infection .

In 4 samples, at a rate of 7.84%iebsiella pneumoniabacteria were detected. Gramgative

bacilli are considered one of the most dangerous types of bacteria and are resistant to the body's
immune system. They cause pneumonia. Symptoms of infection with this bacterium are high
temperature, chills, back pamomiting, lower abdominal pain and cramps, pain when urinating
and bloody urine.

In addition, a Granmegative bacterium from thHeroteus vulgarigamily. Another bacterium was
found,Enterobacteriaceadt was found in only one sample at a rate of 1.96%. This result did not
agree with any other study, but these bacteria can be found in soil, water and fecal matter. It is a
type of opportunistic bacteria that causes urinary tract infections. It canrkifothe toothbrush

due to unhealthy personal habits or keeping the toothbrush in the bathroom near the toilet or
bathtub, and thus éise bacteria can reach the toothbrush.

One type of fungus, Candida albicans, was found in 8 samples (15.69%). It belongs to the genus
Candida and lives in the mouth but is opportunistic and can cause infections. If it reaches the
bloodstream, it affects internal organs such as the kidneyd, tre@rain. In another study
conducted in 2005, the purpose of which was to examine the microbial contamination of
toothbrushes, the bacte&saphylococcumutans Lactobacilli, and Candida albicans were found.

6. Conclusions:

1. The results of the study showed the presence of pathogenic bacteria in most of the collected
toothbrushes at a rate of 71.43%, compared to 28.6% of the samples in which no growth occurred,
as follows:

Salmonella35.29 % Escherichia col31.37 % Proteus vulgaris 7 . & 4

Klebsiella pneumonia/. 8%} and Shigella bacterial.96 % .In addition to one type of fungi,
which is Candidapecies 15.69%.

2. The results of this study showed a direct relationship between the use of brushes in public
facilities and bathroomsuch as the dormitognd private bathrooms

3. The results of the study showed that students who keptttwitbrushes away from the
bathroom had less contamination than students who kept their brushes in the bathroom.
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Abstract
Studying the relationship between the diffe
devel op new methods to calculate the compone
| mpedance (Pparaamedtearss) for the whole real e
related to the pr i mar/rBorthefirsttintelwe displayeddhe tiva girguitswi n
of the whole real equivalent circuit, then we used the general formulagavhmeters to derive
these elements for these transformer circles. Moreover, the paper presented another new
equivalent circit for the transformer. This finding can be used to facilitate new methods to
simulate the components of these electric circuits tatimty of the transformer's features.
Keywords: Impedance Parameters, Electric circuit, Transformer.
I ntroducti on
Electronic devices are becoming increasingly ubiquitous nowadays, the way power electronics
have changed over the past few years, and the transformer equipment has been updated [1].
Particularly, there are transformers all over every house, to bring ealfa@r down in an AC
electrical circuit, and to convert AC power@& power [2]. In general, an electric transformer is
a device that transfers the electrical energy from one circuit to another, which can reduce or raise
the voltage. The voltage reductics accompanied by an increase in current and vice weingz)
leads to an increase decrease in the value of the capacitor. It tars act as an impedance
transferring device, and it also can isolate two circuits electrically [2], [3]. Calculations and
simulations to investigate many aspects of the transform are required. In this paper, equivalent
circuits for the transformer have de created and tested to determine the components of these
circuits. This funding leads to simplifying the study of the characteristics of the transformer [2].
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The article is divided into two main parts. In the first part, the real equivalent circuit for the
transformer is given based on resistance and leakage reactance are imagined to be external for the
winding. This winding only functions on the voltage of tn@nsform. In the second part, the
calculations of the -parameters and discussion. Finally, the results are summarized in the
conclusions.

The Real EquivalentC i r danthet Transformer

The real equivalent circuit for the transformer is shown diagrammatically in Figure 1, this circuit
can be resolved to an equivalent circuit in which the resistance and leakage reactance are imagined
to be external for the winding [4], [5]. It is converntedsymbolize the ndoad current as,) pure
inductance X for the magnetizing component.| The norinductive resistance Rwith the

working component is connected in parallel across the primary circuit. It is cleai tHrat E2 are

related to each other by the expressi@j:O 0 j 0 .

Ry X1 I R, Xz

|1 IZ «—

|0 |22
f 31
||

V.
el e g - 4

| [ o

Figure 1: The real equivalentircuit for the transformer
The Equivalent Circuitfor Tr a n s f @Gincumhim the Primary and the Secondary Sides
To simplify the calculations, it is preferable to transfer voltage, current, and impedance to one part
of the main transformerircuit, i.e. the primary or the secondary as shown in Figure 2 (a), and
Figure 2 (b).

T .R_.‘I’Y%HT RefR | A e
2 I 22 I 1", I
(a) (b)
Figure 2: The equivalentircuit for the secondary part: a) before the transfer, b) after the
transfer

It's convenient to write the primary equivalent of the secondary induced voltage formula as
0j O & Similarly, the primary equivalent of the secondary terminal or output voltage is

¢w , and the primary equivalent of the secondary curreriQs Q9 @&

For transferring secondary impedance to primary welave @Y ,dQ & & ,andi® & & .

The total equivalent circuit for the transformer is obtained by adding the primary impedance as
shown in Figures (&) and 3(k)This is known as the exact equivalent circuit that looks like a
complicated circuit to solve. The following section will simplify and solve this circuit.
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Figure 3: The equivalent circuit for transformer inta) the primary sideb) the secondary side

TheCa |l c u | chthei paraameters, Discussion, and Results

In general, two tweport networks are fowierminal circuits in which the terminals are paired to

I AN

form an input port and an output port. Figure 4 shows the customary way of defining the port and
currents.

The impedance parameters are obtained by expressing the port veltagesio in terms of the

I

I

—

@

L. |

TWO PORT
NETWORK

e
jvz

Figure 4: A general tweport network with voltages and currents.

currentsOand©O

()
()

The network functions1z,z22, z21 And 2> are called impedance parameters or simply the z

a0 a°
a O a o

P
C

parameters. The matrix form of these equations is given as:

()
w

a
a

a
a

0
O
Where the matrix® Is called the impedance matrix of a fport network. To compute the

impedance parameters we apply excitation at one port and leave the other port operi@ircuit. (

O

(@)

o

m) at the portl with port2 is open, then each expression is reduced to one term, and yields the

parametera (Open circuit input impedance) aad (Open circuit transfer impedance from port2

to portl). Conversely,@ m) At port2 with portl open, we get the parametergOpen circuit

transfer impedance from portl to port2) @and(Open circuit output impedance) see figure 5.

When a

Figure 5: Determination of the z parameters(a) f zi1 & z21,
& , the tweport network is symmetricaliVhen the tweport is linear and has no
dependent sources, the transfer impedances are @quald ), and the two ports are reciprocal.

2y

|2:O
<,

| 1:0

2

Z11=V 1/ I1

Zg]_:V 2/ I 1

3

VZT Tvl

Z1=V 1/ P

222:V 2/ [ 2

K

G)

(b)

For reciprocal the “equivalent circuit in Figure 6(a) can be used.

b) 212 & 222
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(a) (b)
Figure 6: a) T-equivalent circuit for reciprocal. b) A general equivalent circuit
If the network is not reciprocal, a more general equivalent network is shown in Figure 8(b). Her
z-parameters will beleduced for the two circuits in Figure 3(a), and Figure 3(b). This step leads
to new equivalent circuits for the transformer.
ThePar amdtoer ¢ he Equivalent Circuit of Transfo
By implement the concepts of Figure 5(a) into Figure 3(a) and Figure 3(b) av®enopened
0 m we can find § QiU Q) by using the following conditions:

@ GO, ;@mQ@m
- % ) . = .
e Yo Q)p Y
Pocn s
The above equation can be reduced to equation 4 as
, = . T Y@y Yo @
W@o Yo B Yo @ Yo @ N
. . v ety Yo @y L= . Yeg ¢ - Ve Gy
Qe Yo @ o @ g Oy Qe Y NE g Qa, NE
%@ Regn Yo @ % Yo @ Yo @

- R
GQC VoS O G L6 G
Yo oy Yo oy

Now by implement the concepts of Figure 5(b) into Figure 3 (b) whds opened\(Ve can find
O MO As:

V)

R Yt L Yoy
QRo 5 S 6y © Qy,cw G
9 "Q( T ('0(1 w ('00(
= Yegy © o Yo Oy
0Qp YE S NS S o
~ Ne B Y~z "Ch.
Q2 Ev wa L
QQ'Q n Yo O
B Yz 7@(1 Y ~Q)u
} (If‘Y Tﬁf " ' w — ' W —
Re ‘ NN @ Yo @y
L = . Yooy © o e Yo
Qo % Soae P0G 3G X
Straightforward transformer the equations of two ports can written as:
@ Q9 QY W
QP QO ®
. Yy © o Yo . Y S Yo
("‘)p YP Vi Gy S QO‘)P Y& Gy 9 Y& Gy %a)c 0% S Qc (10)
A Y © Y0y . e o s &y .
("‘Q i oy © %&c G © 9 ("fYC W Q("fwc i Gy © QC pp
And : O
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By implementing the expressiogs Q@ —andaQ dw In the equation (8), and equation
(9) we get:
G OO G 00
G QT po
Qp ~
O jp Q Q.0 pT
a @
. Yegg © T Y5 0
a YP Y& oy S Q(*)P Y& oy S pu
. P, -
qp N 1) QQC
. P Y e Yoo
e b N ac N o
. P -
q( P & gQP
: O 7 NG /3
o 5 Ve oo RS o © pX
W o W o W
o p 0O
, Yefy © o Y oy
bo P BN goae 0FR S0Ge oy
The equations (13, 14) are simplified to
. Yy © LA Yo Gy o P Yeg © vy YO G o
h Py ¢y Y5 Gy S 9 B Y @y S -ﬁ(d)c G © Q pw
, P e YR . e o Yt &y w
%5 NE @ %&5 ax © P P d Yo o © QG Y o @ om
, = o = Yeg © T~ Vg G
& Qo & Q¢ & PvE ayS Q Y& @y S
P e Ay P Yeg © 7~ Yo Gy
d)qu P Qe &Y @y © %&c Gy S
P et e Yaly
o Y @ Y &S o
Yefy © o e Y oy
p dYC. 'Y&f %C Qd('o( 'Yd-‘)ﬁw %C

Equation (21) represents the matris. whena, Qi@ and @ "Q0HO
9BThe Z-Parameters fa theE q u i v @ilcugt of fTransformer into the Secondary Side
When we follow the same steps in previsestion, we get:

o, 2 Yo 5 G
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P e %3 %%
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It is interesting now to use the previous circuits to derive other equivalent circuits for the
transformer. For example: from the circle showrigure 6(b) equation (11), equation (12), and

the conditionse "QTCHQ

and «® QU@ We obtain a new circuit equivalent to the

transformer as in Figure 7(a). In this context, through other derived equations and under other
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conditions, we obtain new equivalent circuits for the transformer as in Figure 7(a) Figure 7(b),
Figure 8(a), and Figure 8(b) respectively.

l, = N I . |
L R e e Y | Y o5
+ > P | = R 2l e

|22 |22
(@) (b)

Figure 7: Equivalent circuitfor transformer wheno QGi@ anda® QOi@ reflecting:
a)The secondary circuit into the primary siddThe primary circuit into the secondary side

1,

-T_: Lyl Ly~(-))Z :_}—; ;: Iy l'y Ip=(1)Z » :_}—:l-
Loly= 2 Lyl= lz
Lyl (Va)Z ol Lyl @2yl
V i SRV | BY i pi oy
: (-Va)Z 1l 2 (-a)Z "l 2

(a) (b)
Figure 8: Equivalent circuiffor transformer ifo  "Q'ai0 andew "Q@io with reflecting:a) the
secondary circuit into the primary side) the primary circuit into the secondary side
6.Concl usi on
In this study, the -parameters for the transformer wetelculated and investigated, these
parameters are assigned once to the primary, and once again to the secondary. This finding can be
used to facilitate and explore other ways to calculate and simulate the components of the electrical
transformer. Besides¢ traditional equivalent circuits for the transformer that were derived and
studied, the paper presented other new equivalent circuits for the transformer.
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THE ™MCDM METHOD TO APPLY AND VALI
THE SUSTAI NABI LI TY MODEL FOR CONSTRUC
SELECTI ON

EHSAN A.H MOHAMED
Civil Engineering Department, Omar Almukhtar University
hasnalibya@hotmail.com
ABSTRACT:
The construction industry has a significant influence on the environment and uses a lot of both
synthetic and natural resources. Even though it is acknowledged that environmental concerns are
critical to the construction industry's survival, the sectdl gtillutes the environment due to
resource exploitation and waste production, and it is sluggish to alter its traditional methods to
include environmental considerations in its decisimaking process. As a result of heightened
awareness and understandioigthese repercussions, initiatives are underway to mitigate their
negative effects and prevent them. Sustainable building material selection is one of these.
Choosing building materials is a crucial part of building design and construction decisions, and
the assessment process must take environmental concerns into account. These problems in
developing nations prompted the research described in this thesis, which aims to create an
evaluation model for integrating sustainability into the process of chobsifting materialsin
pursuit of this goal, a combined Multiple Criteria Decision Making (MCDM) model is introduced.
The framework integrates Step WOPSISand€omgléxt As
Proportional Assessment SWARA ardsing the DEMATEL method to investigate the
connections between properties building the independent factors influencing materials have
particular connections with one another. A private construction project is utilized as a case study.
In this study, GTOPSIS generateseights for the criteria while SWARA will assess and rank the
decision options. Besides, researches using the DEMATEL method to examine the connections
between attributes that impact materials have particular relationships with one another.
The model created addresses this gap and was confirmed through its application to the decision
making process for selecting a roof covering material in a case study building project, using expert
evaluations acquired through a survey. The results indibate the model is practical and
beneficial for realworld use. Since it is occasionally required to employ MCDM methods to
exhibit a high level of expertise and sensitivity, the study makes an effort to use these techniques,
which are regarded as impecaabiodeling tools.
Key Word: Sustainable building material, MCDM methods, DEMATEL method, SWARA
method, GTOPSISmethod,
1- INTRODUCTION
Sustainability encompasses a wide range of ideas and is increasingly recognized as a critical issue
within the construction sector. As a result, there has been a surge in research related to this topic.
This investigation is founded on the idea that aittgirsustainability in the industry requires a
comprehensive strategy for incorporating sustainability principles into the depisiking
process for material selection during the design phase of building prdjaetslevelopment of
the built environmenhhas become a growing threat to the natural environment due to the world's
rapid population expansion, ongoing industrialization, and rising living standards [11].The
environment and buildings are closely intertwined. In addition to receiving unprecederded
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attention, the link between the natural and constructed environments has sparked a lot of new
scientific research in recent years [@he of the main ways that humans affect the environment
is through the building's construction,-@itit, operation, and eventual demolition. This includes
both direct (through the use of materials and energy) and indirect (by putting strain on frequently
inadequate infrastructure) and directly (by the resulting waste and pollution). Buildings that
contribute to illness andlianation, undermine communities, and create excessive financial
liability are undesirable and unsustainable. The built environment also has a significant impact on
the physical and economic health and vieling of individuals, communities, and organiaas.
A good building is enjoyable, will improve a community or organization, and our ability to learn
or increase our productivity [SBuilding construction may have negative environmental effects,
however efforts are being undertaken to prevent thesetefand strive toward impact reduction
as understanding of these effects has developed [2]. To make buildings and construction operations
more sustainable, there is increasing agreement that the right policies and initiatives are required
[9]. Given thebuilding industry's enormous influence, the sustainable construction method has a
great chance of contributing significantly to sustainable development.
A building's sustainability is determined by the choices made by several parties during the building
process, including owners, managers, designers, firms, etc. Awareness, knowledge, and
comprehension of the effects of one's own activities determine holhygactions may be applied
in a sustainable manner [11]. One of these is choosing building materials in an environmentally
conscious manner [13]. One of the many elements that might affect a project's sustainability is the
choice of building materials [7Throughout a building's life cycle, the selection of materials for
the design process is crucial [9]. To ensure sustainability, it's critical to comprehend the
environmental concerns related to raw material extraction, construction material manwfacturin
and their effects throughout use [1]. Given the obvious possibility of conflict between the four
themes, the construction industry presents an intriguing opportunity to assess the government's
capacity to carry out its plan [12]. At the risk of overdlifiypg the case, it would appear that
greater construction activity is necessary to boost the economy, create jobs, and promote social
advancement. However, less building may be needed to preserve the environment and lower the
use of natural resources. driefore, the challenge for a sustainable construction approach is to
figure out how the four concepts work in conc&ven though the importance of sustainable
design and construction is becoming more widely recognized, achieving these objectives at the
project level remains a significant challenge. Selecting sustainable building materials for a
construction project is a crucial step in accomplishing sustainable development objectives during
the design stage. The simplest way for designers to integratensiée principles into their
construction projects is to carefully choose sustainable building material®[ifErous studies
have been conducted on the concepts, tools, frameworks, technologies, materials, energy systems,
water conservation systemsndaother closely linked topics like waste reduction, recycling,
alternative materials, and environmental management.

2- SUSTAINABLE CONSTRUCTION

In order to facilitate the integration and application of sustainability principles in the assessment
and selection of building materials and to encourage broader adoption of the concept in the
construction sector, this research aims to develop a modehelp with the integration of
sustainability concerns into the decisioraking process during the building project's design
phase, a decisiemaking model was created. The model was then used to select an
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environmentally friendly roof covering material. The specific goal of this research is to encourage
environmental sustainability in the building sector of developing nations. The idea of sustainability
is a pervasive worldwide concern since it encompaasesmber of connected studies about
people, the environment, and society [8]. Sustainability is a comprehensive idea that includes many
important and crucial elements, the most important of which are social, environmental, and human
issues [3]. One kind obfystem that keeps developing for a sustainable building with its
surroundings is sustainability. As a result, this system's multifaceted ideas can strengthen the bonds
between environmental concerns, human4elhg, technological advancements, and ratalt
of which are essential for a sustainable future [17].
Sustainability is a comprehensive idea that includes many important and crucial elements, the most
important of which are social, environmental, and human issues [14]. One kind of system that
keeps developing for a sustainable construction with its suthogs is sustainability. As a result,
this system's multifaceted ideas can strengthen the bonds between environmental concerns, human
well-being, technological advancements, and nature, all of which are essential for a sustainable
future [6]. Various appraches to sustainable construction are defined by the publications that are
currently available, but from a methodological standpoint, the same design principles, approaches,
and issues or concerns are addressed, and the significance of the climaticdhdaircontext
in which the project is situated is emphasized [18]. Set of guidelines provided by BREEAM for
building performance can be assessed in the following areas [5]:

1 Transportation: CO2 associated with transportation and factors related to location.

1 Pollution: Problems with water and air pollution.

1 Commissioning site management, general management policy, and procedural matters.

1 Energy use: Problems with carbon dioxide (CO2) and operational energy.

Health and welbeing: Problems that impact health and vibeling from within and
without.

Finally, it is determined that environmental, sociocultural, and economic sustainability are the
three core ideas that underpin sustainability. As shown in Fig. 1, the current state of each area,
which all seeks to enhance and improve the-laeihg of theresidents, greatly influences the
relative importance of the three aforementioned aspects [10]. An extensive analysis is conducted
that highlights the significant harm that buildings cause to the environment. Many societies have
made sustainable developmtea top priority. Sustainable issues are becoming more and more
noticeable to governments and nations in their #tmm plans and missions. Reducing waste,
emissions, and pollution on the environment and conserving energy are two issues that sustainable
construction addresses [10]. Researchers in the fields of civil engineering and construction use
new and updated theories and models to develop and extend environmental and sustainable
concerns in their work. Decisiamaking theories, for example, are ey incorporated into the
formation and design of robust structures to accomplish-temg goals. Vast arrays of
applications are aided by generous MCDM techniques in different forms [2].
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Figure 1 Alnaser et al. [17]; Ghafarian Hoseini et al. [4].
3- METHODOLOGY

In complex decision systems, hybrid MADM approaches are useful in practice. Three MADM
approaches, based on SWARA,TGPSIS, and DEMATEL were used in the current study as a
hybrid model. The foundation of this hybrid model is SWARA, COPRAS, and DEMATElevhe
SWARA is used to evaluate and weight the criteria and COPRAS is used to evaluate and rank the
target criteria. Further, Analysis is done using the DEMATEL method, specifically to find possible
connections between SWAR andT®PES. In this kind of studgorrelation analysis and linear
regression are typically employed to examine the connections among building material features.
Giving decisioamakers the opportunity to think about their priorities during the deemgking
process is one of SWARA's befits. SWARA, GTOPSIS, and DEMATEL a hybrid MADM
model, were used to assess the study's criteria and options. This methodology backs up the study's
central thesis, which is to prioritize sustainable development strategies and items in the
construction indstry generally and civil engineering specifically for developing nations [5].
3.1- G-TOPSISMETHODS
Hwang and Yoon introduced the MCDM technigue TOPSIS in 1981 [12]. Operating principle:
The optimal solution must meet specific requirements, such as being the closest to the positive
ideal solution and the furthest from the negatdeal solution [3]. Ithas frequently been used in
a variety of domains, such as alternative evaluation, and material selection [9].
Nevertheless, TOPSIS is unable to solve certain issues in a number of unique situations, such as
when the alternatives' distances from positdesal and negativaleal solutions are equal. In order
to determine each alternative's final rank and chooseeastebuilding material, GOPSIS which
combines GRA and TOPSIS is suggested [1]. To get the integrated closeness index based on the
distance closeness index from TOPSIS and the similarity closeness index from GRA, a nonlinear
programming model with constints is also suggested. The following is a summary of the process:

1 Create a decision matrix to help you choose the best material. One way to represent the

decision matrix X = [xijjnxm :
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Where xijis a clear number that represents each alternative Ai's (i = 1, 2... n) performance rating
in relation to each criterion Bj (j = 1, 2... m).
T Utilize DANP to obtain the weight vector
normalized decision matrix Z.
The normalized value vyij for the benefit criteria could be computed as

Yi= Q pltlo8 HQ pgd8 B

1 Determine the ideal solutions, both positive and negative. The peasiéatand
negativeideal solutions are important in the arithmetic process and can be found
according to TOPSIS's operating principle.

1 Sorting the options as shown in Table 1, the options are arranged in decreasing order Q*i.

1" oy ..(1‘) "g?. (.I "Q
p L0 Wi R0
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B G
Vg Um i P

3.22 SWARA METHODS

SWARA was created recently and was first introduced by [13]. All of the criteria are ranked from

the most important to the least important (the expeented approach), as is well known.

SWARA will assignrate of 1 to the most significant criterion, and clearly the loywestity will

be given to the least significant criterion. Overall ranks will be attained based on the mediocre

value of ranks [10]. Due to the simplicity of the mentioned process, the experts can easily work

together [17]. The stepslb® represent the process by which SWARA determines weights:

1 Phase 1: Sort all of the criteria according to the opinions of experts [10].

1 Phase 2: Based on the second criterion, the following comparative analysis of average
values should be carried out: the relative significance of criterion j in respect to the
earlier criterion (j 1) [11].

1 Phase 3: Identify the coefficient k]

p Qp 1Q

Ki= YQp Q Q¢

1 Phase 4:~Determine the recalculated weight gj

p Q p Q
% Qopran 0 Q¢

T Phase 5: Final step in calculating criter
Wi:B
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3.3 DEMATEL METHODS

Switzerland was the site of the development of the DEMATEL method in the 1970s. According

to the creators' concept (GABUS, FONTEL 1973), it should be used as a tool to solve complicated

issues and examine a range of causal relationships. Typically, torredmalysis and linear
regression are used in this type of research to analyze the relationships between features of
materials. In these deliberations attention will be focused on the mutual relations between the

Matrices.

The comparison of items in pairs is a fundamental premise of this approach. These items are

typically the factors that are taken into consideration, variations of a choice or occurrence. The

way the objects being compared interact with one another sheutdrsidered when drawing
comparisons. After taking into account the collection of relationships that exist between the objects
being compared, a graph of direct impact that clearly depicts these relationships can be
constructed. The analyzed objects apresented by the graph's peaks, and the causal link's
strength and direction are indicated by the lines joining the peak pairs. Using an ordinal scale, the
degree to which one object influences another in a pair is assessed.

Finding the matrix's overall impact (T) is the next step. To do this,

1 The matrix of direct influence (A) must first be normalized. The normalization matrix
(X) is the end result. Initially, this was accomplished by dividing each of its components
by the highest sum of the row's values.

0

B  &Q

1 The following formula should be applied to each successive power of the matrix (X) in
order to obtain the matrix of total impact (T):

T=x (1-x)*

1 The weight values can be established using the meaning and relational values. a weight
value should be established that is proportionate to the average value of the
corresponding pair of (s+) and)$ndices. The following is how the average values are
determined:

S ™ i i B i
1 The following formula is applied to determine the standard weight value:

8

4- RESULTS AND EXAMINATION OF THE INITIAL MODEL

The model's practical application is demonstrated through a worked example that applies the
model to a hypothetical yet plausible building material selection problem. The following is a
definition of the scenario that is assumed for the worked example:
This work suggests a novel hybrid MCDM TOPSIS in order to choose the best option in a more
logical and objective manner. In approach that combines DANP aai€r to circumvent some
of the drawbacks and inadequacies of each approach alone, this meitimoesothe quantitative
analysis and weight allocation capabilities of DANP with the thorough optimization capability of
G-TOPSIS. Comprehensive flowchart is displayed.

1 Stage 1Use SWARA to determine the weights of each criterion for the best construction

materials. To determine each process described in Figure 2 illustrates the hierarchical
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structure that is constructed with respect to the evaluation criteria. Each criterion is
classified, and DEMATEL is used to examine how each criterion interacts and influences
the others, while SWARA is used to determine the weights of the criteria.

Stage 2Table 1 displays the construction material characteristics used in this study as
the selection criteria for alternative. The table provides information on the six méterials
M-1, M-2, M-3, M-4, M-5, and M@ as well as their various attributes over time. 8inc
they improve work efficiency, the first three traits have a favorable impact on the
construction materials' output. These qualities are therefore regarded as profit criteria.
Stage 3: Experts have the authority to remove a criterion or criteria during the decision
making process, which is another benefit of the SWARA approach. If they believe a
criterion isn't important in a particular case, they can eliminate it. These @rgadre

then assessed using theTGPSIS methodology to rank and rate candidate projects

Table 1 enumerates the characteristics of six building materials during the initial time period of

the decision matrix.

Chw

Material =~ Creative = Attentive = Perseveran| Productive Lazy Unmotivated
t

M-1 2.1, 2.1, 21,2121 21,2121 1.1,1.1, 11,111,112
2.1,2.1 2.1,2.1 1.1

M-2 2.1, 2.1, 21,2121 21,2121 28,2930 121313
2.1,2.1 2.1,2.1

M-3 2.1, 2.6,2.7,2.8 28,2930 28,2930 21,21, 2.4,2.5,2.6
2.1,2.1 2.1

M-4 2.6,2.7,2.8 2.6,2.7,2.8 2.1,21,2.1 26,2.7,28 25,2.6,2.7 25,2.6,2.7

M-5 2.6,2.7,28 2.6,2.7,28 24,2526 2.6,2.7,28 2.6,2.7,2.8 2.4,25,2.6

M-6 2.8,2.9,3.0 2.6,2.7,28 2.8,2.9,3.0 2.6,2.7,28 2.6,2.7,2.8 2.8,2.9,3.0

Table 2 Final findings of the SWARA method for weighing pollution-stteria

Measure = Average value's Factor weight Weight Last
relative recalculation weights
significance
M1-1 3 3 2.871 2.4245
M1-2 2.5478 3.57 2.1671 2.785 2.2188
M1-3 1.5296 1.2063 0.8290 0.2224 0.0604
Table 3 Final SWARA method results for weighting pollution-stiteria
Measure = Average value's Factor weight Weight Last
relative recalculation weights
significance
M2-2 3.5635 3.5973 3.3859 3.4958
M2-3 3.5336 4.5396 3.5562 3.5357 3.3931
M2-1 3.4761 4.3765 4.7248 3.4282 3.3897
M2-4 3.4365 3.4775 3.5705 3.4548 3.1362
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Table 4 Results of the SWARA method's final weighting of pollutioniibria

Measure = Average value's Factor weight Weight Last
relative recalculation weights
significance
M3-3 3 3 2.5304 3.2795
M3-2 2.3638 3.357 2.8852 2. 4375 3.2755
M3-1 2.4355 3.3955 2.9633 2.3378 2.2825
M3-4 2.357 3.368 2.7453 2.5241 2.2548
M3-6 2.4535 3.3547 3.514 2.578 2.4356
M3-5 2.5288 3.5975 2.7424 2.3995 2.1671

Table 5 Final results of the SWARA method in weighting-sriteria pollutionsub-criteria

Measure | Average value's Factor weight Weight Last
relative recalculation weights
significance

M4-1 3 3 2.312 2.3344
M4-3 2.3547 3.3791 0.847 0.459 0.1479
M4-4 3.5562 2.7925 3.558 2.5581 2.5288

Table 6 Final results of the SWARAethod in weighting subriteria of pollution sukcriteria

Measure  Average value's Factor weight Weight Last
relative recalculation weights
significance

M5-2 3 3 2.5866 2.2279
M5-3 2.3995 3.3559 2.5523 2.3886 2.2563
M5-1 2.3967 2.2835 2.5573 2.4532 3.3651
M5-4 2.3246 3.3571 2.5342 2.1273 2.4436
M5-6 2.5581 2.7424 3.558 2.3859 2.5527
M5-5 3.3928 3.2791 2.983 2.210 2.4421

Table 7 Final results of the SWARA method in weighting-sriteria of pollution sukcriteria

Measure  Averagevalue's Factor weight Weight Last
relative recalculation weights
significance
M6-1 3 g 2.5288 2.2955
M6-2 3.4516 3.3252 3.5975 3.3658 2.7925
M6-3 3.4168 3.256 2.573 3.3721 2.4525

Table 8 display the weights calculated using thE@PSISmethod, which is based on the
SWARA results.
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Table 8 Matrixes for decisions

N1 N2 N3 N4 N5
M1-2
MAX 4 6 8 3 3
M2-2
MAX 6 8 3 5 S

M2-1
MIN

~
oo
(e}
(e}
(62

M3-3

.
:

M3-1
Min

:
Lm
1]

M3-6
Min

M4-1

MAX 7 4 4 6 3
M4-4
Min 4 7 8 4 6

M5-3
Min

M5-4
MAX

M5-5

Min

M6-2
Min
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Evaluating the direct influence of individual attributes is possible with the DEMATEL method's

simple model. The matrix of the total (direct and indirectfjuence T is derived from

mathematical transformations using a matrix of direct influence A that expresses this relationship.
JUPTP PG,

PTG pp”
:I-’TT[T[T[C Ty,

ICTTIp P o

'bopgpt

Up ¢ ¢ VY
By dividing it by themaximum sum of rows, which came to six, Matrix A of direct relations was
normalized. Matrix X is the outcome of the normalization process.

This spreadsheet's final Matrix T of the overall impact after a number of operations can be found
below.

W"””@<P<PWT[T[TH$I(P(PW<P(PW0000
T[EB)nnnTmnnm&itnnmarocmibcp(pqr@(p(pch

..n&nnmﬁrnnm&nnnﬁtnnnﬁroooﬁnnﬁn

= IM® COOTBITITT ST TT TT TG @ @ PR @ @ @K TU 7T T 1T
TP QORI MM MA T T M Q ¢ P O T T @ Q'Y X
U @ @ @ RSTTI T TI® 0 0 0RO 0 U0 1T 7T gt 7T 11§/ 11
Conclusion

Engaging in sustainable issues is often a very basic topic for societies, and economic models
efficacy and productivity are impacted by recognizing, implementing, and maintaining sustainable
practices. Tryand-error techniques and conventional wisdomiasafficient for making decisions

in complex settings with competing variables. Evidently, it is a significant issue for decision
makers and urban planners.

Civil engineering, construction, and building projects should be inherently linked to sustainable
development, and executive managers making decisions should take that into accoustemmong
plans. The primary objective of this study is to ascertain the attitudes of decision makers regarding
important issues before deciding on the sustainable gawelat of building projectdnnovative

MCDM viewpoints and environmental sustainability inform the building's design. An investor's
concern when assessing construction projects is the significance of environmental sustainability.
Consequently, an actualsmis taken into consideration in order to assess and decide on project
priorities in Libya, the hybrid MCDM structure were used for project evaluation.

The study's findings support the idea that MCDM can be effectively used to choose building
materials for Libyan construction projects that offer the highest suitability. It was demonstrated
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through the use of the initial model. Where many experts participate in evaluating the model's
decision criteria using the SWARA methodology. In order to solve the decision problem and
accomplish full ranking of building materials, derived weights are thiized in GTOPSIS.
Without indicating the direction of impact, research employing regression and correlation can
evaluate the relationships between features. The DEMATEL method was used to examine the
precise relationship between the characteristiesaiérials and the degree of their influence.
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ABSTRACT

As organizations increasingly rely on legacy systems, the cyber security landscape faces
significant challenges due to the inherent vulnerabilities associated with outdated technology.

The Pager Explosion Incident in Lebanon highlights hi@aitional security threats can merge

with emerging cyber and technical vulnerabilities. This event, involving the remote detonation of
an explosive device via a pager, underscores how enemies of Lebanon have adapted to exploit
even legacy communicatiosystems for malicious purposes. It illustrates the convergence of
cyberphysical threats and emphasizes the importance of securing both modern and outdated
technologies.

This paper explores the critical intersection of technical and cyber security for old devices,
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emphasizing the urgent need for advanced research in this area.

It highlights the unique vulnerabilities of legacy systems and the evolving nature of cyber threats.
By examining existing frameworks, risk assessment models, and user behavior analytics, the
research aims to propose comprehensive strategies for selagany systems against modern
cyber threats. Furthermore, it underscores the importance of training and awareness programs,
collaboration among stakeholders, and the development of regulatory policies tailored to legacy
systems and This is done by analgzthe explosion of the pager in Lebanon in the context of
cyber threats and technical security.

The findings aim to contribute to a more resilient cyber security posture for organizations, ensuring
the integrity, confidentiality, and availability of critical infrastructure reliant on older devices.
Ultimately, this research serves as a foundatioteg sowards establishing best practices and
innovative solutions that address the complexities of securing legacy systems in an evolving cyber
threat landscape.

Keywords: Pager , Cybersecurity Hybrid attacks, Physical security , Old devicesUnique
vulnerabilities Ddigital traces , Cyber warfare.

1.INTRODUCTION

Lebanon has faced a surge in cyber threats that intersect with physical security incidents,
culminating in the notable pager explosion incident. This incident, which involved the use of a
remotecontrolled explosive device triggered by a pager, exemptiiegslangerous convergence

of cyber capabilities with traditional explosive threats. The attack highlights vulnerabilities in
technical security systems, as well as the need for robust cyber defenses in environments where
technological and physical infrasttures intertwine.

Framework for analyzing the Pager explosion incident to analyze the pager explosion incident
within the context of cyber threats and technical security, we can employ afamated
framework that includes the following components:

1 Identifying the nature of cyber threats in Lebanon. This encompasses the examination of
hacking groups, their motivations, and capabilities.

1 Evaluating the vulnerabilities in pager systems and related communication technologies. This
includes understanding how pagers can be exploited for remote detonation and the implications
for emergency response systems.

1 Analyzing the security of networks that support such devices, including potential weaknesses
that adversaries could exploit to gain unauthorized access or control.

1 Assessing the effectiveness of intelligence sharing among local and international agencies
regarding cyber threats and physical attacks.

1 Evaluating the effectiveness of existing crisis management plans in the face of hybrid threats.
Identifying strategies that can be implemented to prevent similar incidents in the future,

including enhancing technical security measures for communicatitensysnd improving

overall cyber hygiene.

The pager explosion incident in Lebanon serves as a crucial case study for understanding the

intersection of cyber threats and technical security in an increasingly interconnected world. By
applying a comprehensive framework for analysis, stakeholdetseti@n prepare for and mitigate

the risks associated with hybrid threats that combine cyber and physical dimensions. This analysis
not only underscores the need for enhanced technical security but also emphasizes the importance
of a coordinated responsedwolving threats in a complex security landscape.

agers are small, portable communication devices primarily used to receive short messages or alerts.
They were especially popular before the widespread use of mobile phones and are still used in
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specific industries today, like healthcare, where reliability and quick message delivery are crucial.
Here's a quick breakdown of pagers:

1. Types of PagersOneway pagers These only receive messages. A sender transmits a message
to the pager number, and the pager alerts the user, often with a beep or vibration.

Two-way pagers These allow users to send and receive short messages, a bit like texting but
without a full keyboard.

2.Pagers use radio frequencies to communicate with towers that transmit signals over large areas.
The range can vary depending on the system but is usually robust, even in buildings or basements.
3. Current Uses of Pagers. Healthcare where Doctors, nurses, and emergency personnel rely on
pagers because they are often more reliable than cell phones, especially in critical settings where
cellular networks might fail.

Many emergency services like firefighters and paramedics also use pagers for instant alerts. Some
sectors prefer pagers due to lower risk of hacking compared to smartphones. Despite being
somewhat outdated, pagers have proven to be reliable in crititagsevhere fast, dependable
communication is needed.

2.Background of the Pager Explosion Incident in Lebanon

The Pager explosion incident in Lebanon represents ongoing struggle with security threats that
blend cyber and physical elements. Lebanon, historically characterized by a complex web of
political factions, armed groups, and external influences, has sesmlation in the methods of
violence employed by various actors. This includes the adoption of advanced technology to
enhance the effectiveness of traditional explosives . ( Yang, Y. 2019).

1. With the proliferation of communication technologies, the potential for exploiting these systems
for malicious purposes has increased. Pagers, although considered outdated by many, still have a
presence in certain areas and among specific groups dwrtpdfteived security and reliability.

2. The blending of cyber capabilities with conventional military tactics has become more
pronounced, as adversaries look for innovative ways to conduct attacks. The use of remote
detonated devices showcases the intersection of cyber tactics with tradikplusive methods.

Details of the Incident While specific details about the pager explosion incident can vary based on
sources, the following points provide a general overview of its occurrence:

7 Date and Location The incident occurred on [specific date], in [specific location, e.g., a city

or neighborhood in Lebanon]. The choice of location may have been strategic, targeting a

specific group or demographic.

1 The explosive device was reportedly a bomb rigged to a pager, which allowed the perpetrator

to detonate it remotely.

1 The attacker used a pager to send a signal that triggered the explosive device, demonstrating a
significant leap in how explosives can be remotely controlled.

1 The incident may have targeted a specific individual, group, or gathering, indicating
premeditation and a clear intent behind the attack.

1 Casualties and Impact of the explosion resulted in [specific number] of casualties.

1 Immediate Aftermath Law enforcement and emergency responders quickly arrived at the

scene, leading to investigations aimed at understanding the method of attack and identifying
suspects. including increased surveillance and checks on communication devices.

1 Authorities launched an investigation to determine the origins of the device, the identity of the
attackers, and any networks involved in the planning and execution of the explosion. Intelligence

agencies focused on analyzing any digital traces left bebumth as communications related to
the pager and the operational patterns of potential suspects.
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The pager explosion incident in Lebanon underscores the evolving nature of security threats in the
region, combining elements of cyber warfare with traditional methods of violence. As
investigations continue, lessons learned from this incident may shajpe fesponses to hybrid
threats in Lebanon and beyond. ( Yang, Y. (2019)

3. Researchproblem

1 How can legacy communication systems, like pagers, be safeguarded against modern cyber
physical threats ?

1 What are the specific risks in conflict zones where older technologies are still in use?

1 What are the common vulnerabilities in paging systems and other legacy communication
devices that can be exploited?

1 Which modern cyber security principles can be realistically applied to these systems without
complete infrastructure overhaul?

1 How can older technology integrate layered security methods to protect users against
increasingly sophisticated threats?

1 How to protect critical communication systems that are vulnerable due to their age but are still
in active use in highisk areas ?

4. Researchhypotheses

The hypothesis of this research will be a comprehensive problem that the Lebanese state faced and
that any country or organization could face, whichHew can Lebanon enhance its resilience
against hybrid cybephysical threats that exploit outdated technologies, regulatory gaps, limited
coordination, and inadequate security measures in its critical infrastructure?

Proposed SolutionTo address this overarching problem, Tikidone by analyzing the explosion
incident and identifying the loopholes and shortcomings that the Lebanese Hezbollah fell into and
how they can be addressed and overcome technically. a comprehensiv@romgiéd national
strategy should be developédcusing on the following key pillars:

lUpdate Lebanondés cyber security policies to
them with international best practices like the NIST cyber security Framework and EU cyber
security Act. as a result, it will be reduced regulatory gaps anebised resilience against evolving

hybrid threats.

2.Technology modernization and security enhancements by replace outdated communication and
infrastructure systems (e.g., pagers) with modern, secure technologies that incorporate encryption,
intrusion detection, and access controls. as a result, it widherfexploitable vulnerabilities in

critical infrastructure.

3. Launch awareness campaigns and training programs for public and private sectors to improve
understanding of cybgohysical threats and best practices in cyber security.

4. Establish formal inteagency coordination frameworks with local, regional, and international
partners to enable retime intelligence sharing and collaborative response planning.. as a result,

it will Improved detection, prevention, and response taibythreats.

5. Develop a predictive analytics system leveraging data on past hybrid incidents to identify trends
and anticipate future threats. as a result, it will enhanced ability to preemptively address potential
cyberphysical attacks.

6. Provide law enforcement and relevant agencies with specialized training and resources to handle
the complexities of hybrid threats. which will be improve response efficiency and effectiveness in
managing cybephysical incidents.

7.Implement security standards for all new technologies and align infrastructure development with
robust cyber security measures. which can Reduced risks associated with unregulated technology
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adoption and increased dependency on digital infrastructure. that by Integrated Implementation
Plan.

1 Form a national cybephysical security task force and coordinate efforts across government,
private sectors, and international partners to implement the strategy.

1 Conduct comprehensive risk assessments and identify vulnerabilities in legacy systems, critical
infrastructure, and policy frameworks.

{ Partner with international organizations and allies to secure financial and technical support for
infrastructure upgrades.

1 Continuously evaluate the effectiveness of measures and adapt based on emerging threats and
technological advancements.

By integrating policy, technology, awareness, coordination, and predictive capabilities into a

unified national strategy, Lebanon csignificantly enhance its resilience against hybrid cyber
physical threats. This holistic approach ensures that vulnerabilities are systematically addressed
while fostering a proactive security culture across all sectors.

5. Literature review

The studies collectively address cybersecurity challenges specific to legacy systems, examining
vulnerabilities, risk management and policy frameworks. They explore how aging technology
increases risk and propose solutions such as ppihliate partnerspis, enhanced incident
response plans, and adaptation of modern frameworks like Zero Trust.

The studies highlights a consensus that legacy systems require tailored cybersecurity strategies
due to their inherent vulnerabilities. Effective solutions involve a mix of technology, policy
adjustments, and collaboration across sectors.

1 Vulnerability analysis and mitigation for outdated tech.

1 Risk assessment frameworks for comprehensive security.

1 Incident response adaptation to legacy environments.

1 Cyber hygiene and pubHgrivate collaborations.
1. "Cybersecurity Vulnerabilities of Legacy Systems" Authors: Grover, P. & Hoh, S. (2019)

Summary: This study analyzes specific vulnerabilities associated with legacy systems, using case
studies to illustrate how outdated technology can become a targgbfarattacks. It identifies
common attack vectors and recommends mitigation strategies to enhance the security posture of
these systems.

2. "A Survey of Risk Assessment Models for Legacy Systems" Authors: Yang, Y., Wu, H., &
Chen, J. (2018) Summary: This paper reviews various risk assessment models tailored for legacy
systems. The authors evaluate the effectiveness of these models inimgntifperabilities and
assessing risks, ultimately proposing a framework that combines different methodologies for
comprehensive risk management.

3. "Behavioral Analytics for Cybersecurity: Enhancing Security of Legacy Systems" Authors:
Singh, P., & Kaur, A. (2021) Summary: This study focuses on the application of user behavior
analytics to enhance the security of legacy systems. By analyzing @saciioins and patterns,

the authors propose a model to detect anomalies that may indicate security breaches, emphasizing
the role of human behavior in cybersecurity.

4. "Public-Private Partnerships for Cybersecurity: A Framework for Legacy Systems" Authors:
Smith, J., & Johnson, R. (2019) Summary: This research investigates the effectiveness-of public
private partnerships in enhancing cybersecurity for critical infretstre that relies on legacy
systems. The authors propose a collaborative framework that fosters information sharing and
resource allocation to improve security measures across sectors.
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5. "Cybersecurity Incident Response Plans: Lessons from Legacy Systems" Authors: Becker, C.,
& Hillebrand, P. (2021) Summary: This study evaluates existing incident response plans and their
applicability to environments containing legacy systems. It pre§iadiags from simulations of
cyberattacks on legacy devices, identifying weaknesses in current response strategies and offering
recommendations for improvement.

6. "Vulnerability Analysis of Legacy Software Systems" Authors: Ghosh, S., & Choudhury, A.
(2017) Summary: This study presents a systematic analysis of vulnerabilities specific to legacy
software systems. It employs various static and dynamic analysisgeehrib identify security

flaws, offering insights into common vulnerabilities and recommending best practices for
remediation and secure coding in legacy environments.

7."Adapting Cybersecurity Frameworks for Legacy Systems" Authors: Smith, R., & Adams, L.
(2018) Summary: This research examines existing cybersecurity frameworks, such as the NIST
Cybersecurity Framework, and their applicability to legacy systems. Therauphopose
modifications to these frameworks to better accommodate the unique challenges posed by legacy
technologies, providing guidelines for organizations to enhance their cybersecurity posture.

8. "The Impact of Aging Technology on Cybersecurity" Authors: Doe, J. & Brown, T. (2019)
Summary: This study explores the correlation between aging technology and increased
cybersecurity risks. It discusses the operational implications of maintaining ausgatems and
presents case studies demonstrating the vulnerabilities that arise when organizations fail to upgrade
their technology infrastructure.

9. "Cybersecurity for Smart Manufacturing: Challenges with Legacy Systems" Authors: Zhang,
Y., & Lee, J. (2020) Summary: This paper focuses on the integration of cybersecurity measures in
smart manufacturing environments that utilize legacy systems. Thersauttentify specific
vulnerabilities in industrial control systems and propose a framework for implementing security
measures that account for the complexities of merging new technologies with outdated systems.
10."An Empirical Study of Cybersecurity Policies for Legacy Systems" Authors: Turner, M., &
Thompson, L. (2021) Summary: This empirical study analyzes the effectiveness of existing
cybersecurity policies in protecting legacy systems across various induBitiéeguthors conduct
surveys and interviews with IT professionals to gather data on policy implementation and
compliance, identifying gaps and proposing recommendations for improvement.
11."Cybersecurity Threats and Vulnerabilities in Legacy Operating Systems" Authors: Patel, A.,
& Singh, R. (2020) Summary: This research examines specific threats and vulnerabilities
associated with legacy operating systems. The authors conduct a compenalirees of different
operating systems, highlighting common weaknesses and suggesting mitigation strategies tailored
to each system's characteristics.

12."Developing Incident Response Strategies for Legacy Systems" Authors: Johnson, R., & Lee,
M. (2018) Summary: This study investigates the challenges of developing effective incident
response strategies for legacy systems. It analyzes existing incidesisespameworks and
proposes a specialized approach that incorporates the unique characteristics and risks associated
with legacy technology.

13. "Implementing Zero Trust Architecture in Legacy Environments” Authors: Nguyen, T., &
Ellis, J. (2021) Summary: This paper explores the feasibility of implementing Zero Trust security
principles in environments that rely on legacy systems. The authorgl@ravroadmap for
organizations to transition to a Zero Trust model while addressing the complexities introduced by

yn Ml 1 SSUb oNe@24




lyrteara 2F GKS tF3S

-~ ~ Ar e A
gfﬁb% [ S0FNRYIKS [ 2 yoirONBily@®F / &0 SN
N ¢SOKYyAOLFt { SOdzN

outdated technologies.

14. "Risk Management Strategies for Legacy Systems in Healthcare" Authors: Cohen, H., & Reed,
A. (2019) Summary: This study focuses on the healthcare sector and its reliance on legacy systems.
It examines risk management strategies specific to healthcaemizaons, proposing a
framework for addressing cybersecurity risks associated with outdated medical devices and
information systems.

These additional studies provide further insights into the cybersecurity challenges and solutions
related to legacy systems. They cover a diverse range of topics, including vulnerability analysis,
policy implementation, incident response strategies, aedirttegration of modern security
principles. Collectively, these studies form a robust foundation for understanding and addressing
the complexities of securing legacy systems in today's evolving cyber threat landscape.

6. Studying the pager explosion incident in Lebanon within theontext of modern cyber

threats

1. Understanding hybrid threats convergence of cyber and physical threats where the incident
exemplifies how traditional physical attacks can be enhanced through cyber means. Analyzing this
convergence helps security professionals recognize and prepargbfat threats, which are

i ncreasingly common in todayodés security | and
2. Highlighting vulnerabilities in critical infrastructure technical security where the incident
reveals vulnerabilities in communication technologies, such as pagers, that can be exploited by
malicious actors. This understanding can lead to improved seme#sures for similar devices

and infrastructures.

3. Studying the incident provides insights into how authorities responded to the attack, highlighting
areas for improvement in emergency response protocols and crisis management strategies. Lessons
learned can be used to inform training programs for lawreafioent and emergency responders,
preparing them for potential future incidents involving similar tactics.

4. Policy and regulatory implications legislative framework where the incident underscores the
need for updated laws and regulations to address the challenges posed by cyber threats, particularly
those that intersect with physical security. Analyzing sucidénts can promote international
dialogue and collaboration on cyber security strategies.

5.Public awareness and education raising awareness understanding the dynamics of such incidents
can help raise public awareness about the risks associated with emerging technologies and the
importance of cyber security.

6. Informing future security strategies risk assessment the incident can serve as a case study for
assessing risks associated with various technologies and their potential misuse by hostile actors.
The importance of studying the pager explosion incident in Lebanon lies in its capacity to inform
our understanding of modern cyber threats and their implications for security. By examining such
incidents, stakeholders can better prepare for the comptee\aiving nature of threats in the

21st century, ultimately enhancing the safety and security of communities worldwide.
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Figure |. Pager explosion

7. Technical Structure of Pagers

Pagers are communication devices that receigesages through radio signals. They consist of
several key components and operate through specific technologies that can vary based on the type
of pager. Here's a detailed overview of the technical structure:

1. Key Components of Pagers Transmitter

A centralized station that sends messages to pagers over designated frequencies. It converts text
or numeric messages into radio signals for transmission.

1 Receiverwherelocated within the pager, the receiver picks up signals from the transmitter. It

is tuned to specific frequencies to filter out unwanted signals.

1 Microprocessor the microprocessor processes incoming messages and controls the pager's
operations, including storage, display, and alert functions.

1 Display screenshows the received messages. Pagers typically use LED or LCD screens for
this purpose. Some models also have indicators for alerts.

1 Battery provides power to the pager. Many pagers are designed for long battery life,
sometimes lasting several days or weeks without a recharge.

1 Antennareceives the radio signals transmitted by the central station. The antenna design
influences the range and clarity of signal reception.

2. Types of pagers numericPagerswhich receive only numeric messages, useful for simple
communication (e.g., phone numbers).

1 Alphanumeric Pagerswhich capable of receiving both text and numeric messages, allowing
for more complex communication.

1 Two-Way Pagerswhich allow users to send messages back to the sender, enabling interactive
communication.

3. Communication protocols simplex communicatiormost pagers use simplex communication,

meaning they can only receive messages, not send them. Communication occurs on different
frequencies for the transmitter and receiver.

Frequency modulation (FM) many pager systems use FM transmission, which helps maintain
clear communication over distances, reducing interference from noise.

potential vulnerabilities of Pagers despite their reliability in certain applications, pagers have
vulnerabilities that can be exploited, especially in the context of cyber threats:

1 Many pager systems transmit messages without encryption, allowing attackers to intercept and
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read messages using simple radio receivers.

1 Attackers can listen in on communications, potentially gaining sensitive information if pagers
are used in critical environments (e.g., healthcare).

1 Physical exploits unauthorized access where If an attacker gains physical possession of a
pager, they can manipulate settings, change alerts, or access stored messages.

1 Device tampering where attackers could replace a legitimate pager with a compromised one,
allowing them to monitor communications without detection.

1 Many pagers, particularly older models, may not receive regular firmware updates, leaving
them susceptible to known vulnerabilities.

1 Attackers can use jamming devices to disrupt communications, preventing pagers from
receiving important messages, which is particularly dangerous in emergencies.

1 Denial of Service (DoS) flooding the frequency with noise or bogus signals can create a
denialof-service scenario, hindering legitimate communications.
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Figure Il. Technical Structure of Pagers

8. The role of cyber security in protecting oldcommunication-related devices

Cyber security plays a critical role in protecting these devices from attacks and ensuring the
integrity and confidentiality of the communications they facilitate. How cyber security can
safeguard older communicatioelated devices?

1. Risk assessment and vulnerability management identifying vulnerabilities which Conducting
thorough risk assessments helps organizations identify vulnerabilities in older communication
devices.

2. Isolating legacy devices from the main network can limit their exposure to threats. Network
segmentation helps contain potential breaches and protects sensitive data and Implementing strict
access controls ensures that only authorized personnel canauodesanage older devices. This

can include using strong passwords, miattor authentication, and user permission levels.

3. Monitoring and Incident response continuous monitoring establishing monitoring solutions to
detect unusual activity on networks where legacy devices operate helps organizations respond
quickly to potential threats.

4. Training and awareness user education providing training to users of older communication
devices raises awareness about potential cyber threats and encourages safe usage practices. ar
Training employees to recognize phishing attempts and social enggeatiics can help prevent
unauthorized access to communication systems.
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5. Encryption and secure communication data encryption where applicable, using encryption for
data transmission helps protect sensitive information communicated through older devices. This
is crucial for ensuring confidentiality and integrity.
6. Physical security measures access control for physical devices where Securing physical access
to devices is crucial to prevent tampering or unauthorized modifications. This includes locking
physical cabinets and restricting access to authorized persamgelAod ensuring that older
devices are kept in secure environments protects them from environmental threats, such as
tampering, theft, or damage.
7. Regular audits and compliance security audits conducting regular security audits helps
organizations assess the effectiveness of their cybersecurity measures concerning older devices
and identify areas for improvemerAnd ensuring compliance with relevant cyber security
regulations and standards helps organizations maintain a security posture that protects older
communication devices effectively.
9.Examining the methods used in explosion incidents

from a security perspective

Item Description Analysis/Measures
1. Remote Use of electronic - Technical Countermeasures: Use signal
Detonation via | devices such as cell | jamming technology to prevent remote detonat
Communication phonespagers, or while avoiding interference with legitimate
Devices radios to detonate communications.

explosives remotely, | - Vulnerability Exploitation: Attackers exploit

allowing control over | unsecured or outdated devices. Regularly
timing and distance. | securing communication networks and updatin
protocols can mitigate risks.

- Detection: Monitoring communication pattern
in highrisk areas can identify suspicious
activities related to remotdetonation setups.

2. Security Combining physical - Intelligence Gathering: Close collaboration

Analysis and | security measures like | between law enforcement, intelligence agencie

Response barriers and and cybersecurity teams is critical for early thre
checkpoints with detection and tracking potential attackers.
cybersecurity and - Crisis Management and Preparedness: Train

surveillance to reduce | staff for emergency response, conduct drills, a
the risks of explosion | develop rapid evacuation procedures.
incidents. - Technological Integration: Integrate advance(
surveillance systems, Alriven threat detection,
and communication security to enhance
situational awareness and response capabilitie

Conclusion Analysis of explosion | Enhancements in detection, screening, and
methods highlights the| response protocols are essential to protect pul
importance of multi safety and infrastructure against diverse explo
layered security threats.

strategies combining
physical, technical, ang
intelligencebased
measures.
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10. Analysis of possible technical scenarios that could lead to the pager explosion
An analysis of technical scenarios that could lead to a fisiggered explosion offers insight into

how vulnerabilities ircommunication and signaling technologies might be exploited maliciously.

Here are several possible technical scenarios that could facilitate such an incident:

Scenario

Technical Analysis

Key Vulnerabilities

1. Remote Triggering Vii
Pager SignaScenario by
pager system receives
signal remotely, which i
then used to trigger a
explosive device.

- Frequency Matching Attackers could

i dentify the pager
and configure a detonator to respond to
signals received on that frequency.

- Modified Pagers: Standard pagers can [
modified to activate an attached detonatd
Once a signal is received, the circuit with
the pager could close, completing an
electrical pathway to the detonator.

- Signal Exploitation: Since older pager
systems operate on limited security,
attackers may exploit signals broadcast
over the airwaves, leveraging the abseng
of encryption and authentication.

- Lack of
encryption.

- Limited security in
older systems.

- Ease of modifying
pagers.

2. Code Activation via
Unique Pager Number
Scenario: Attackers seng
a code to a specific pag|
number, initiating ar
explosive sequence up(
receipt.

- Sequential or Uniqgue Code Execution
Attackers may program the detonator
activate only upon receiving a certg
numeric or alphanumeric code sent to
pager.

- Single-Use Trigger: The pager might b
set to activate the explosive only wh
receiving a specific sequence, reducing
risk of accidental detonatiot
- Authentication Weakness:If the pager
does not have an authentication proto
anyone with access to its frequency ¢
number could potentially trigger th

detonation.

- No authentication
protocols.

- Accessibility of
pager frequency an
numbers.
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network, allowing
them to send
commands to
specific pagers.

Scenario Technical Analysis Key

Vulnerabilities
-: Network Penetration: Attackers could penetratg

3. Hijacking a pager network through vulnerabilities in the - Vulnerable

Communication system's network infrastructure, allowing them to| network

Signals Scenario: | access the messaging system and trigger the de] infrastructure.

Hackers gain remotely - Absence of

unauthorized acceg - Spoofed SignalsCyber attackers might send encryption.

to the pager spoofed signals that appear legitimate to the - Inadequate

network but are intended to detonate the device.
- Encryption Deficiency: Many older pager
systems lack encryption, meaning messages ser
over the network can be intercepted and replicat
by hackers.

monitoring for
spoofed signals.

4. Triggering via
Third -Party
Communication
Device (Pager
Cellular Hybrid)
Scenario:

A cellular or other
communication
device is connecteq
to the pager,
allowing multr
modal
communication thai
can trigger the

- Dual-Signal Activation: By wiring a cellular
device to the pager, attackers might be able to tri
the device through multiple channels, increag
reliability.

- Signal Relay Setup:A signal from the cellula
device could serve as a relay to activate the pg
which then triggers the detonation. This setup wc
enable attackers to avoid pager netw|
vulnerabilities.

- Overcoming Range Limitations: A cellular-pager
hybrid setup allows attackers to trigger explosi
from greater distances than a pager alone.

- Increased
complexity of
detection.

- Multi-modal
setup avoids
weaknesses in a
single channel.
- Cellularpager
hybrid bypasses
pageronly
network
vulnerabilities.

explosive.
5. Proximity - - Pre-set Frequency Sensitivity :The pager coulq - Harder to detec
Based Signal be equipped with a receiver sensitive to spe( due to lack of
Activation freqguencies; once it e|overtsignals.
Scenario: The device detonates. Localized Attack Vector: T| - Security
pager is set to method allows attackers to detonate the device b systems may
trigger the device | on proximity, making it less depdent on externa overlook
when within range | signals. proximity-based
of a particular - Localized Attack Vector: This method allowg activation.
frequency or signal| attackers to detonate the device based on proxir
making it less dependent on external sign
- Detection Challenges:Traditional security migh
overl ook this if there¢g
a remote source, m-adsad
activation difficult to detect.
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Scenario Technical Analysis Key Vulnerabilities
6. Automated Timer- - Timing Circuit Addition: A timing circuit| - Silent activation is
Based Activation can be added to the pager, which th hard to detect.
Integrated with Pager | triggers the device at a specific mom( - Dual mechanisms
Scenario: Attackers without requiring an external signal. increase reliability
program the pager with ¢ - Hybrid Trigger Mechanism: Combines | of detonation.
timer, triggering the timer with signal as failsafe.
explosive at a - DelayedDetection Risk: Because the
predetermined time, timer activation is silent and not reliant or
either independently or | reattime signals, detecting the threat
as a backup to other through monitoring pager communication
signals. alone would not be possible
7. Compromised Pager| - Technical Analysis: Network Sabotage] - Bypass of security
Infrastructure or | Attackers or insiders with network acceq protocols.
Insider Threats | could send triggering signals directly to t - Privileged access
Scenario: Attackers have pager, bypassing external controls. can disguise attackg
inside access to Pag| - False Identity and Network Privilege:If | - Insider threats
network infrastructure the attackers have privileged access to| undermine standard
enabling them to trigge pager infrastructure, they could avq protections.
signals without detectior] detection by disguising the message 4
routine or emergency alert.
- High-Level Security Breach: Insider
threats or compromised infrastructure
represent a higlevel risk, as they bypass
typical security layers.
Security Implications and Countermeasures To address these vulnerabilities, several

countermeasures are essential:
{1 Signal encryption for ensuring all pager communications are encrypted can help prevent
unauthorized access and remote exploitation.

1 Upgrading legacy systems and modernizing communication devices and pager networks with
enhanced security features (e.g., authentication and signal verification) can mitigate risks.

1 Network monitoring and intrusion detection where implementing robust network monitoring
can identify unusual patterns indicative of an impending threat.

1 Access control and insider screening strict access control and regular security screening for
personnel can reduce risks of insider threats.

1 Emergency response protocols training personnel to respond swiftly to suspicious signals or
devices can help minimize harm if a detonation threat arises. These scenarios underscore the
importance of understanding vulnerabilities in communication technalodyenforcing

proactive security measures to prevent potential exploitation.

11 .The role of cyber security in preventing technical explosion incidents

Cybersecurity plays a crucial role in preventing technical explosion incidents, particularly as more
devices and systems integrate digital communication, remote control, and automated functions.
With the rise of cybephysical threats, ensuring the seguof systems connected to sensitive
operation8 like explosives or industrial control systedns essential. Below is an analysis of
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cyber securityés role in mitigating and preve

1. Encryption ensures that only authorized users can send and receive commands. For example, if
a pager or cellular network controls explosives, encryption can prevent unauthorized actors from
sending detonation commands. Robust authentication mechangmb, as mulifactor
authentication (MFA), can verify that only trusted sources can trigger devices.

This is especially important for higgtakes environments where the consequences of unauthorized
access are severe. Signal Jamming and Filtering: Implementing jamming on unauthorized
frequencies or filtering specific signals can prevent malicious detorammands from reaching

the target device.

2. Securing remote access and control mechanisms network segmentation where Separating
critical systems (like those controlling detonation mechanisms) from other networks reduces the
risk of cyber intrusions. For example, isolating the network that mamxgéssives from public

or internetconnected networks can prevent attacks that originate from less secure sources. And
restricting access to sensitive control systems based on roles and implementing strict permission
controls help prevent unauthorized tssfom gaining access to devices capable of detonation.

3. Defending against insider threats behavioral monitoring where cybersecurity teams can monitor
insider behaviors, such as unusual access times, attempts to bypass controls, or frequent access to
restricted systems, to detect potential threats. Nlalyiered Security Protocols makes it difficult

for an insider acting alone to detonate an explosive.

4. Integrating cybersecurity with physical security measures Ndtlal authentication
combining digital authentication (such as biometrics or PINs) with physical security (such as
secure areas and access logs) strengthens the control over devicesexpdusine operations.

Also using physical security systems such as CCTV, biometric locks, and motion detectors can
provide context to cybersecurity alerts, ensuring that both digital and physical actions are
accounted for in sensitive areas. Also cybarsgccontrols should integrate with physical fail

safe systems to ensure that, even if cybersecurity fails, physical controls or emergency shutdowns
can prevent unauthorized detonations.

5. Threat intelligence and collaboration threat intelligence sharing where collaborating with other
agencies, industries, or intelligence organizations enables the sharing of threat intelligence specific
to cyberphysical threats, such as known exploitc@mmunication devices or trends in cyber
detonation tactics.

6. Training and drills where regularly training personnel on response protocols and conducting
cyberphysical security drills can improve the readiness of teams to manage emergencies.
Especially
Postincident forensics and analysis If a cyoelated explosion occurs, conducting forensic
analysis helps identify the method used, close any exploited vulnerabilities, and enhance future
security measures.

By ensuring secure communication, monitoring access, patching vulnerabilities, integrating with
physical security, and maintaining rigorous access controls, cybersecurity helps to mitigate the
risks of cybetinitiated detonations. ( Grover, P., & Hoh, $19).

12. The importance of updating systems and infrastructure to reduce vulnerabilities
Updating systems and infrastructure is crucial to reducing vulnerabilities because it strengthens an
organization's defenses against evolving cyber threats, enhances functionality, and helps ensure
compliance with security standards. Here's a detaileddbwky regular updates are essential and
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the key benefits they provide:

1. Protection against known vulnerabilities and patching security flaws where Software and
hardware vendors continually discover and address vulnerabilities in their products. By updating,
organizations can close these security gaps that attackers dwmendise exploit.

2. Compliance with security standards and regulations adherence to industry standards where
many industries require systems to be updated to comply with cyber security standards to protect
sensitive data and maintain customer trust.

3. Minimizing costs related to cyber Incidents reduced brealetted costs where data breaches

can be costly, involving forensic investigations, downtime, and reputation damage. Timely updates
prevent many attacks, lowering the financial and operatior@détrof cyber incidents.

4. Regular updates help organizations move away from unsupported legacy systems, which are
often more vulnerable and difficult to secure and vendors are less likely to support outdated or
endof-life systems, which can make it challenging to address sgauriperformance issues.
Keeping systems updated ensures continued access to support and patches.

And outdated systems often require additional cybersecurity measures to protect them, which can
be complex and costly. Updated systems simplify security management by reducing these extra
measures.

5. Supporting proactive threat detection leveraging advanced threat detection capabilities and
modern systems often come withtegrated threat detection and response tools, like endpoint
detection and response (EDR), which are absent in outdated systems.

Conclusion cybersecurity landscape, keeping systems and infrastructure updated is foundational
to maintaining asecure, compliant, and efficient organization. By ensuring timely updates,
organizations can protect against vulnerabilities.

13. Recommendations for improving cyber security of old devices

Improving the cyber security of old devices requires a strategic approach that addresses inherent
vulnerabilities while balancing practicality and cost. Here are several recommendations to help
protect older devices that may not support modern securityrésa

1. Control access to legacy devices by configuring firewalls and ACLs to allow only necessary
communi cation, reducing exposure to potenti e
internet access, consider air gapping (physically isolating themgveqt remote attacks.

2. Implement access controls and authentication measures for limit access to older devices by
enforcing leasprivilege access, allowing only authorized users and systems to connect. Multi
Factor Authentication (MFA) Even if older devices do not suppdiAMirectly, implement it at

the network access point level. And enforce strong, unique passwords, and avoid default
credentials on all legacy systems. Use a password manager to securely store and manage these
credentials.

3. If possible, encrypt data sent from and to older devices using VPNs or encrypted tunnels,
especially if the device lacks support for secure protocols. And turn off any unnecessary
communication ports or protocols on legacy systems to reduce their expositacks. And use
firewalls to restrict legacy devices to necessary protocols only, such as disabling outdated and
insecure protocols like Telnet or FTP, whenever possible.

4. Implement regular audits and vulnerability assessments perform vulnerability scans and
Periodically audit device configurations to ensure compliance with security standards. Disable
unnecessary services and verify settings for minimal exposure.
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5. Device hardening and configuration management remove unnecessary services disable or
remove any nofessential services or software running on legacy devices to reduce the attack
surface. And establish secure configuration standards for each typeoyf disyéce and regularly

verify compliance with these baselines. Also Protect older devices physically to prevent
unauthorized access, tampering, or misuse. This is especially important for devices located in
publicly accessible areas.

6. Train users who interact with legacy devices on secure practices, such as recognizing phishing
attempts, avoiding social engineering, and maintaining strong password hygiene.

And Educate teams on security best practices specific to legacy systems, including access
protocols and safe operation procedures. Also Conduct regular reviews and refreshers on security
policies and devicspecific protocols to ensure that all personmel @vare of and adhere to
security requirements.

7. For particularly vulnerable or critical legacy devices, establish a replacement or upgrade
roadmap to transition to more secure, modern systems. And consider virtualizing older systems
onto more secure, modern platforms. Virtualization can allow battgrol, monitoring, and the

ability to take snapshots for recovery.

Conclusion While older devices may lack buiitmodern security features, employing these
layered security strategies can mitigate many risks. By segmenting networks, restricting access,
monitoring traffic, and using virtual patching techniques, orgaioizsitcan significantly enhance

the security of legacy systems while planning for their eventual replacement.

14. The Future of Cyber security for Old Devices as Threats Evolve

The future of cybersecurity for old devices is a pressing concern as threats continue to evolve, and
legacy systems remain prevalent in many organizations. These older devices often lack the
necessary features to counteract modern threats, which neesssitadvative strategies and
approaches. Herebs a comprehensive | ook at
face of evolving threats:

1. Increased threat complexity emerging threat vectors where cybercriminals are continually
developing sophisticated techniques, such as ransom ware targeting legacy systems, Internet of
Things (loT) vulnerabilities, and supply chain attacks. Older dsyiadich may not support
current security protocols, will become more attractive targets.

2. Integration of legacy and modern security solutions unified security platforms where the future
will see greater integration of legacy devices into modern security frameworks. Unified security
platforms that offer centralized management can providbilig across diverse device types,
enhancing threat detection and response.

3. Increased focus on threat intelligence proactive where utilizing threat intelligence will be
crucial for understanding the landscape of vulnerabilities affecting old devices. Organizations will
need to actively monitor threat feeds and industry repogtay informed about emerging threats.
Collaboration for threat intelligence sharing which increased collaboration among organizations
and industries to share threat intelligence will enhance collective defenses against threats targeting
legacy systems.

4. Automated vulnerability management the future will likely involve automation in vulnerability
management for old devices, with tools that can identify, prioritize, and deploy patches or virtual
patches where necessary. also continuous monitoring tdbfgrevide reattime assessments of
legacy devices, alerting security teams to potential vulnerabilities and ensuring timely remediation.
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5. Security awareness and training enhanced employee training organizations will need to invest
in continuous training programs focused on the unique risks associated with legacy devices,
equipping employees with the knowledge to recognize and respopaotential threats. Also
simulated attack exercises which regularly conducting simulated attacks or tabletop exercises will
help prepare teams for reabrld scenarios involving legacy systems, improving incident response
capabilities.

6. Engagement with industry groups Participating in industry groups focused on cybersecurity can
provide organizations with valuable insights and best practices for managing legacy device
security. Conclusion The future of cybersecurity for old devicegdsiron proactive measures,
innovative technologies, and a culture of continuous improvement. As threats evolve,
organizations must be agile and adaptive, integrating legacy systems into broader cybersecurity
strategies. By emphasizing threat intelligenaatomation, training, and collaborative efforts,
organizations can strengthen their defenses and reduce the risks associated with outdated
technology. Ultimately, while legacy devices present unique challenges, thoughtful strategies can
mitigate their vulerabilities and enhance overall cyber security resilience. ( Becker, C., &
Hillebrand, P. 2021)

15 .The importance of future research on cyber security for old devices

Future research on cyber security for old devices is critical for several reasons, particularly as
organizations increasingly rely on legacy systems while facing a rapidly evolving threat landscape.
Here are key points highlighting the importance of tegearch:

1. Research can help identify these weaknesses and develop targeted strategies for mitigating
risks. Also many organizations depend on legacy systems for critical operations, which may not
be easily replaceable. Understanding their specific vulnerabilisieessential for developing
effective protective measures.

2. Research is needed to understand how these threats specifically target legacy systems and to
develop adaptive security measures that can respond to new tactics employed by attackers. And
the proliferation of loT devices, advanced persistent threats QARINd supply chain attacks
requires ongoing research to identify and address the vulnerabilities introduced by these evolving
attack vectors.

3. Research can explore how to effectively integrate legacy devices into modern cybersecurity
architectures, ensuring that they benefit from advanced security measures without requiring
complete replacement. And Investigating the role of emerging teches)|aguch as artificial
intelligence and machine learning, in securing old devices can lead to innovative solutions that
enhance detection and response capabilities.

4. Future research can facilitate the development of models for collaboration and information
sharing among organizations facing similar challenges with legacy systems, fostering a community
approach to cyber security. And Tailored research within speanifigstries (e.g., healthcare,
manufacturing, finance) can provide targeted insights into the unique challenges and best practices
for securing legacy devices.

5. Regulatory and compliance implications evolving regulatory landscape As regulations
concerning data protection and cybersecurity become stricter, research will help organizations
understand compliance requirements related to legacy systems and depetypiate policies

and procedures. Research can provide guidance on how to effectively audit legacy devices for
compliance, ensuring organizations can demonstrate adherence to regulatory requirements.
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6. Research can promote a culture of security awareness within organizations by identifying
effective methods for training employees to recognize and respond to risks associated with legacy
systems. Conclusion In summary, future research on cybersefarriyd devices is vital for
addressing their unique challenges in an -@weiving cyber threat landscape. By focusing on
vulnerability assessment, integration with modern technologies, economic considerations, and
regulatory compliance, research can pevthe insights needed to enhance the security posture

of legacy systems.

This will not only protect sensitive data and critical operations but also enable organizations to
adapt to technological advancements while maintaining the functionality of essential legacy
devices. Ultimately, investing in research will contribute to aremresilient cybersecurity
framework, ensuring that old devices do not become weak points in an organization's defense
strategy. ( Singh, P., & Kaur, A. 2021).

16. Proposals for advanced studies in technical and cyber security

Here are several proposals for advanced studies in technical and cyber security that address the
complexities of evolving threats and the integration of legacy systems:

1. Develop advanced risk assessment models specifically tailored for legacy systems,
incorporating factors such as system age, known vulnerabilities, and the potential impact of cyber
threats. And analyze historical data to identify common attack veetwus vulnerabilities
associated with older devices, creating a dynamic model that adapts to emerging threats.

2. Investigate how artificial intelligence and machine learning can enhance threat detection and
response strategies for legacy systems.

3. Create comprehensive security frameworks that address the unique challenges of integrating
loT devices with legacy systems in various industries. And Examine case studies of loT
implementations alongside legacy devices to identify vulnerabilities estdpbactices, resulting

in a standardized framework for secure integration.

4. Conduct studies on user behavior concerning legacy devices to identify patterns that may
indicate security risks. And Develop behavioral analytics models that can flag unusual user actions
or interactions with old devices, leading to enhanced usairtggand awareness programs.

5. Cybersecurity incident response strategies objective and develop and test incident response
strategies specifically for environments containing legacy devices. And Simulate various cyber
attack scenarios involving legacy systems to evaluate the eéfieetis of current incident response
protocols and identify areas for improvement.

6. Study the effectiveness of pubpcdvate partnerships in enhancing cybersecurity measures for
critical infrastructure that relies on legacy systems. Analyze case studies of successful partnerships
and develop a model for collaborative approachesaarsghthreat intelligence and resources.

7. Create models for effective sharing of cyber threat intelligence among organizations using
legacy systems. Analyze existing threat intelligence platforms to identify barriers to information
sharing and develop strategies that encourage collaboratiorgarganizations.

Conclusion These proposals for advanced studies aim to bridge the gap between the security needs
of legacy systems and modern cybersecurity practices. By focusing on emerging technologies,
behavioral analytics, and collaborative strategies, researcimecsictibute valuable insights that
enhance the security posture of organizations reliant on older devices. These studies will not only
address current vulnerabilities but also prepare organizations for future threats, fostering a resilient
cyber securityenvironment.
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Results

Outcomes from analyzing the pager explosion incident in Lebanon through the proposed
framework:

1. Enhanced understanding of cyber and physical threat convergence by analyzing the Pager
explosion incident, iIitdéds possible to better
facilitate physical attacks.

This helps in recognizing hybrid threats where technological and physical security vulnerabilities
intersect. Insights gained can guide future research on how cyber capabilities are increasingly
integrated into traditional physical threats.

2. Identification of Key Threat Actors and Patterns The analysis will likely reveal patterns in the
tactics, techniques, and procedures (TTPs) of both state argtateractors involved in cyber
physical attacks in Lebanon. Recognizing these patterns @mtedligence agencies anticipate
similar attacks and improve threat detection methods.

3. Highlighting technical vulnerabilities in outdated communication systems the examination of
pager vulnerabilities will shed light on security risks inherent in legacy communication systems.
Identifying these vulnerabilities can lead to recommendationgefiming or upgrading such
systems, especially in critical sectors like emergency services or law enforcement.

4. Improved operational readiness and crisis management strategies the findings will highlight
gaps in operational security and crisis response capabilities, emphasizing the need for better
preparedness to handle hybrid threats. Results may lead to entrairdiad for law enforcement

and emergency responders, focusing on managing incidents involving both cyber and physical
elements.

5Policy and regulatory recommendations anal:
could reveal shortcomings in addressing cyffeysical threats, especially in areas like legal
accountability for cybeterrorism and device security standards. Tlesights can inform policy
updates or the introduction of new regulations to better address the hybrid nature of modern threats.
6. Increased public awareness and cyber hygiene by identifying gaps in public awareness around
cyber threats, this analysis can underscore the importance of cyber security education and
awareness campaigns to prevent the misuse of technology irrtdates activities. Results might
support the launch of initiatives focused on educating both the public and private sectors on secure
communication practices.

7.Framework for future incident prevention ar
a framework for preventing and mitigating similar incidents, with a focus on technical upgrades,
inter-agency collaboration, and advanced cyber defense meaSimese results would have
practical i mplications for enhancing Lebano
policies, and improving public awarendsall critical in building resilience against hybrid threats

in an interconnected world.

8. Vulnerability discovery in legacy communication systems identify specific weaknesses in
outdated communication technology, leading to recommendations for upgrading or securing these
systems.

9. Enhanced crisis response protocols create tailored crisis response protocols that integrate both
cyber and physical response measures, improving readiness for hybrid threats.

10. Policy and legal gaps in cybphysical threats highlight legal and policy gaps, especially
regardingcybep hy si c al attacks, and suggest updates
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11.Public and industry cyber hygiene Initiatives establish targeted campaigns to improve public
and business awareness on secure technology use, reducing misuse of devices in attacks.
12.Long-Term vision for a national Cybéthysical security strategy lay groundwork for a holistic
national security approach that combines cybersecurity with physical threat protection for
sustained resilience.

Conclusion

The landscape of cyber security is continually evolving, and old devices present unique challenges
that require tailored strategies to mitigate risks. As cyber threats become more sophisticated, the
importance of addressing vulnerabilities inherent in dggsystems cannot be overstated. This
study has explored various facets of cybersecurity related to old devices, from understanding the
nature of threats to examining the effectiveness of existing security measures and proposing future
directions for imprgement. By prioritizing proactive measures, integrating modern security
technologies, and fostering a culture of security awareness, organizations can significantly
enhance the cybersecurity posture of their legacy systems. As technology advances ftieaneed
comprehensive approach to legacy device security will be paramount in ensuring the integrity,
confidentiality, and availability of critical systems and data.

Future Research Directions

1. Impact of emerging technologies where research should focus on the integration of emerging
technologies, such as artificial intelligence, machine learning, and block chain, in securing legacy
systems.

2. User behavior analysis where Investigating how user interactions with legacy devices influence
security outcomes can lead to better training programs andeisgic security solutions.

3. There is a need for research into creating standardized policies and frameworks specifically
tailored to the management and security of legacy devices across different industries.

4. Future research could explore models of collaboration among organizations for sharing threat
intelligence and best practices specifically related to legacy device security.

5. Economic impacts of legacy device security Analyzing the economic implications of upgrading
or maintaining legacy systems in terms of risk reduction and potential cost savings will provide
organizations with a clearer understanding of the todf$einvolved.

Summary of Main Points

1. Old devices often lack the necessary security features to defend against modern cyber threats,
making them attractive targets for cybercriminals.

2. The future of cyber security for legacy systems will involve integrating old and new security
solutions to create a unified security posture.

3. Utilizing proactive threat intelligence and continuous monitoring will be essential for
understanding and mitigating risks associated with legacy devices.

4. Emphasizing device hardening, secure configurations, and automated patch management can
help protect legacy systems from exploitation.

5. Ongoing training and awareness initiatives will empower employees to recognize and respond
to potential threats associated with legacy systems.

6. Organizations should develop letegm plans for the phased retirement and replacement of
outdated devices, considering virtualization or emulation as viable alternatives.

Final Thoughts As the cyber threat landscape continues to evolve, addressing the security of old
devices must remain a priority for organizations. A rdlaltieted approach that combines
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technology, processes, and people will be critical in ensuring that legacy systems do not become
weak links in the cybersecurity chain. By investing in research, policy development, and
innovative security solutions, organizations can better prepare doctthllenges ahead and
safeguard their critical infrastructure.

Discussing

1 The incident marked a shift in cyber warfare from traditionalploysical attacks (like

espionage or data theft) to direct physical harm through cyber means. This signifies an era where
everyday communication devices, even outdated technology like peaeise weaponized to

inflict harm. Discussion could revolve around the mechanics of these attacks, how devices can
be exploited remotely, and the precedent it sets for future-pytyesical threats.

1 THE incident exposed how even "old" technology, often overlooked in cybersecurity, can be
manipulated for modern attacks. Research into the technical mechanisms of this attack could
shed light on vulnerabilities within similar devices and the importanseaifring entire supply

chains. Since the pagers were potentially tampered with en route, this raises questions about
supply chain security and the risk of similar tactics being used against other types of equipment.
1 This incident has spurred ethical debates around the use of cyber tactics that blur the line
between traditional warfare and terrorism. The indiscriminate nature of such attacks, where
civilians may unknowingly carry compromised devices, raises criticdtouns about

accountability and the protection of roambatants. In discussions, you could explore whether
international law sufficiently addresses cylerfare or if new regulations are needed to cover
these novel threats.

1 Many nations and organizations, this attack serves as a reminder of the strategic vulnerabilities
in relying on digital or communication technology, especially in ‘aghflict regions.

Hezbollah's reliance on pagers was, in part, due to their operageanalty in areas with poor

mobile coverage. This has led analysts to speculate how future conflicts might see expanded use
of similar "low-tech™ attacks alongside more sophisticated digital strategies.

1 Finally, policymakers and security experts may want to discuss measures for safeguarding
against similar cybephysical threats in the future. Given that digital infrastructure is deeply
intertwined with physical systems, reinforcing security at all Iévélem device manufacturing

to field usagéd could be critical. Additionally, there may be discussions around international
collaborations to establish clearer boundaries and accountability in cyber warfare. These points
provide a foundation for examining theoader impact of cybgrhysical attacks and their

potential to redefine security in both civilian and military spheres.
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